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ABSTRACT 


The evolution of integrated circuits, wireless communications, and data 
networking makes wireless networks practical for military and law enforcement 
applications. The objective of this thesis is to test and to evaluate network 
performance and suitability of an 802.11 wireless access point enabled vertical 
takeoff and land (VTOL) unmanned aerial vehicle (UAV) functioning as an 
airborne sensor and communications relay platform. Also, by identifying the 
production process of a COTS Remote Controlled Helicopter equipped with a 
wireless access point, a system comprised of discrete technologies and 
production steps can be defined to gain insight into defeating an Aerial 
Improvised Explosive Device (AIED). Understanding the true capabilities of a 
small VTOL UAV, Its applicability to a wireless network, and the production 
system associated with the manufacture of an AIED will allow proper planning, 
application and utilization in support of security and Force Protection missions 
and scenarios. 
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I. INTRODUCTION 


A. BACKGROUND 

1. Modern Wireless Networking 

The continuing refinement of the Institute of Electrical and Electronics 
Engineers (IEEE) wireless 802.11 networking standard has enabled the average 
person to purchase and deploy inexpensive wireless technology. This is turn 
permits increasingly easy and rapid connection to an expanding cloud of 802.11 
wireless local area networks (WLANs). Using these connections, an individual 
can surf the internet from the local coffee shop, check email while in line at the 
supermarket and even buy and sell stock while at the car wash. What has 
caused this proliferation in easily accessible WLANs is not the fact that the 
technology is extremely wide-reaching but that it is a relatively simple system to 
set up and then deploy. 

Wireless networking in itself is not a new idea. While in a different sense 
than the way the word is used today, a connection between two handheld radios 
can be identified as a version of wireless networking. In this case, data is being 
passed in the form of voice communications. However, with the rise of 802.11 
networking technology, there has been a vast increase in the amount of data that 
can be passed as well as the speeds at which that data traverses the network. 

Combined with the ease of usage that is inherent and has been routinely 
demonstrated with respect to 802.11, capabilities exist that may potentially assist 
the warfighter during operations in a tactical environment. The greater flow of 
data to the warfighter allows for better spatial and situational awareness, thereby 
creating more flexible and robust courses of action to satisfy mission objectives. 
If a unit is preparing for a specific task, the instantiation of a local WLAN will not 
only complement the wired infrastructure needed for communications, but 
increase the quantity and types of data that can quickly and easily be relayed to 
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the end-user, thus creating an enhanced capability to pass orders (C2), 
coordinate actions, exchange information, and synchronize actions in terms of a 
unit’s response to an incident. 

With a few exceptions, 802.11 technologies are restricted primarily to line 
of sight (LOS) communications, and thereby limit network coverage to terrestrial 
line of site within the battle space. Creative employment of 802.11 technologies 
to enable the widest LOS coverage and access to the warfighter have included 
mounting wireless access point hardware on mobile platforms such as highly 
mobile multipurpose wheeled vehicles (HMMWV), balloons, and mobile antenna 
masts. Each of these solutions accomplishes their desired purpose, to extend 
wireless network coverage; however, each of these solutions is anchored to the 
ground and/or requires a significant logistic footprint to transport, maintain, or 
service. This lack of combined vertical and horizontal mobility, coupled with the 
aforementioned logistic encumbrance, leaves the warfighter with the requirement 
of a wireless network extension solution that utilizes a relatively small logistic 
overhead and is also capable of volume movement in the operations area. 

An answer to this shortfall is the equipping of an Unmanned Aerial Vehicle 
(UAV) with an 802.11 mobile wireless access point, thereby breaking the bonds 
of terrestrial attachment while simultaneously extending the coverage of the 
wireless network beyond the LOS of the Network Operations Center (NOC) and 
proving wireless network access of the tactical user (disadvantaged user) out of 
the terrestrial line of site of the NOC. 

2. Mini-Unmanned Aeriai Vehicles 

Unmanned Aerial Vehicles (UAV) have recently gained wide spread 
attention as a key enabler to the warfighter. The ability to place a tactical asset 
in the air with minimal risk to personnel has broadly expanded the commander’s 
array of options in the Joint Operating Area (JOA). Now, the perceived risk of 
putting an aerial Intelligence Surveillance and Reconnaissance (ISR) platform 
into a hostile environment is greatly mitigated. Also, due to the removal of a 


2 



cockpit from the system, the airframes can be constructed at a greatly reduced 
size and weight thereby increasing the design flexibility options available to the 
UAV design team. 

The implementation of UAVs spans military organizational strata, from the 
strategic level incorporating airframes like the Global Hawk (See Figure 1) which 
can remain aloft for 42 hrs. and employ a payload of 1,960 Ibs^ and the Pioneer 
(See Figure 2), which can remain aloft for 29 hrs. and employ a payload of 700 
lbs,2 all the way to the tactical level with the introduction of smaller UAVs that can 
be fielded by maneuver-sized elements such as companies, platoons and 
squads. 



Figure 1 RQ-4A Global Hawk (From: globalsecurity.org). 


^ Global Security.org, <http://www.globalsecurity.org/intell/systems/uav.htm>, (22 May 2006 ). 
2 Ibid. 
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Figure 2 Pioneer UAV (From: www.fas.orq) . 



Figure 3 RQ-11A Raven (From: xpda.com). 
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Figure 4 Boeing ScanEagle (From: www.geocities.com). 

These maneuver element sized UAVs such as the RQ-11A Raven (See 
Figure 3) which can remain aloft for 1.3 hrs, and carry a 4.5 Ib^ and the Boeing 
ScanEagle (See Figure 4) which can remain aloft for 15 hours and carry a 
payload of 8 Ibs^. Most of the UAVs that are employed by maneuver sized units 
are classified as mini-UAVs. 

Mini-UAVs typically fly between 18 and 45 knots and weigh between 1 and 
40 pounds (See Figure 5). They have wingspans between 6 inches and 10 feet 
with maximum ranges being limited by the horizon. Mini-UAVs must maintain 
line-of-sight (LOS) between the aircraft and the ground station. The small size of 
these units inhibits the ability to carry satellite communications gear onboard for 
Over-the-Horizon (OTH) communications. Mini-UAVs are easily supportable with 
a small footprint and require very little logistical support. These systems are 
designed to provide an organic UAV capability to small forces such as Special 

3 Global Security.org, <http://www.globalsecurity.org/intell/systems/uav.htm>, (22 May 2006). 

4 Boeing, <http://www.boeing.com/defense-space/military/scaneagle/index.html>, (23 May 
2006). 
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Operations, company, platoon, and squad units. ^ This genre of maneuver 
eiements, also known as Tactical Users, stands to gain numerous benefits from 
the addition of organic mini-UAV’s to their inventories. 



Figure 5 UAV Classification Continuum (From: Weibel). 

B. THE TACTICAL USER 

With the emergence of the information enabled combatant, the warfighter 
has been equipped with a wealth of situational awareness aids, reai time 
targeting toois, and communication channels. Utilizing these different eiements 
requires a greater networking signai footprint, to extend the command and 
controi that the unit commander can provide. As such, there is a greater 
requirement for the fiow of data from the battlefieid to the unit commander and, if 
required, to the mission ievel or even theatre ievel commander. 

The tacticai user iabel spans a wide envelope of descriptions. The light 
infantryman is an obvious candidate for this label, but Special Operations Forces 
(SOF), Vessel Boarding Search and Seizure (VBSS) parties. Maritime 
Interdiction Operations (MIO) teams, and constabuiary forces aiso fit well in this 
wide description. 


5 Weibel, p. 2. 
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However, the JOA is an environment that is harsh and unforgiving. A 
deployment of existing technologies, such as COTS 802.11 technology, requires 
a robust platform that can withstand the ever-changing environmental conditions 
that may be experienced throughout the world. Fortunately, the commercial world 
has realized the requirement for these robust platforms and has designed and 
fielded equipment capable of operating in the adverse environments found in the 
JOA.6 

C. AERIAL IMPROVISED EXPLOSIVE DEVICE (AIED) THREAT 

As early as January 2006, AIEDs were reportedly being employed by 
insurgents in Iraq^ to bring down low flying helicopters. The evolution of this 
threat naturally points toward enabling a COTS Remote Controlled (RC) aircraft 
or improvised UAV with an explosive payload to be used as an extended range 
AIED. This implementation is advanced by the increasing sophistication of RC 
Aircraft digital transmitters and receivers, the reduction in size and weight of IP 
based technologies, the availability of commercial autonomous flight packages 
and the presence of open source software to enable the integration of 
autonomous flight components into RC aircraft which may permit the flight of 
AIEDs in nearly any environment by an enemy combatant not co-located with the 
AIED. A brief search on the internet yields a detailed description of converting 
an RC Helicopter to a computer controlled WiFi linked UAV.s 

D. COASTS 2006 

1. Background 

The Coalition Operating Area Surveillance and Targeting System 
(COASTS) programmatic concept is an effort to respond to the recognized 
requirement to produce a rapidly deployable, low cost, system to support multi- 

6 COSTS 2006 CONORS, p. 2. 

^ DefenseTech.org, <http://www.defensetech.org/archives/002090.html>, (19 August 2006). 

® Orange, <http://perso.orange.fr/pascal.brisset/chromicro/doc/chromicro.html>, (17 
September 2006). 
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national data sharing by fielding a robust IP network based on wired and wireless 
COTS technologies. This fielded network provides a platform from which various 
COTS C4ISR technologies are evaluated for JOA Implementation and integration 
by the warfighter. 

Most Naval Postgraduate School (NPS) field experiments are, due 
primarily to their affiliation with activities that conduct such operation, primarily 
CLASSIFIED in nature. The COASTS 2006, test, and evaluation platform is, by 
design, an UNCLASSIFIED effort to provide a venue for coalition partners, 
domestic constabulary agencies, and Non-Governmental Organizations (NGO). 
This premeditated adherence to an unclassified infrastructure allows the 
integration of the above agencies Into experimentation in accordance with Chief 
of Naval Operations (CNO) Guidance, 2006. 

2. Purpose 

COASTS 2006 expanded upon the original field experiment conducted 
during COASTS 2005’s deployment to Wing 2, Lop Buri, Thailand. In 2006, the 
network team researched equipment relative to low-cost, commercially available 
solutions while integrating each technology and capability Into a larger system of 
systems in support of tactical action scenarios. 

The May 2006 demonstration was an air, ground, and water-based 
scenario, occurring just north of Chiang Mai, Thailand. The scenario (See Figure 
6) encompassed first-responder, law enforcement, counter-terrorism, and 
counter-drug objectives. 
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Figure 6 COASTS Scenario Topology (From: Ehlert, 2006). 


The tactical information being collected from the scenario was fused, 

displayed, and distributed in real-time to local (Chiang Mai), theater (Bangkok), 

and global (Alameda, California) command and control (C2) centers. This fusion 

of information lead to the validation of using wireless communication mediums to 

support redundant links of the National Information Infrastructure, as well as the 

test and evaluation of the ‘last mile’ solution for the disadvantaged user. 

Continuing with COASTS 2005’s research theme, COASTS 2006 again: (1) 

examined the feasibility of rapidly-deploying networks, called “Fly-away Kits” 

(FLAK) and (2) explored sustainable considerations with respect to a hostile 

climatic (temperature, humidity, wind, etc.) environment. Network improvements 

included the testing and evaluation of new 802.11 mesh WLAN equipment, the 

refinement of a jointly-developed (NFS and Mercury Data Systems) 3-D 

topographic shared situational awareness (SSA) application called CSTrak, 

9 










enhanced unattended ground and water-based sensors, new balloon and 
unmanned aerial vehicles (UAV) designs, portable biometric devices, portable 
explosive residue detecting devices, and revised operational procedures for 
deployment of the network.^ 

3. COASTS 2006 Tactical Implementation 

Through the use of all of the elements involved with the COASTS 
experiment the final objective is to enable the soldier or unit on the ground with 
complete spatial awareness of the specific battlespace. Using a rapidly 
deployable WLAN mesh network, the user can integrate his/her communication 
device into the network via several different methods which would include: 

802.11b/g 

802.16 Orthogonal Frequency Division Multiplexing (OFDM) 

Satellite Communications (SATCOM) 

Situational Awareness Software 
Wearable Computing Devices 
Personal Navigation Monitors (PNM) 

Air and Ground Sensors 

Mobile/Fixed Command and Control Platforms. 

All of these different methods would mesh seamlessly so the user could 
identify, communicate, and ultimately operate with the other units on the ground 
as well as remain in contact with the commanders removed from the battlefield 
and even commanders who are removed from the theatre. 


9 COASTS 2006 CONORS, pp. 3-4. 
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The end objective for the overall COASTS project is to employ modern 
technology such that the maximum amount of force can be brought to bear while 
providing the maximum amount of battlefield awareness in conjunction with the 
smallest amount of supportjo 

E. THESIS OBJECTIVES 

The COASTS 2006 field experiment is utilizing various advances in 
802.11 technologies that permit a rapidly formed mesh networks via COTS 
equipment. In addition, the area of operations (AO) is an environmentally 
adverse location so the equipment being employed has been designed to 
withstand the hostile conditions expected. However, what has not been 
examined in detail is the effect that the varying physical and environmental 
factors might have on the 802.11 signal, and the performance of a VTOL UAV 
equipped with 802.11 technologies. 

The goal of this thesis is to build upon pre-existing 802.11 IEEE standard 
applications in an urban, signal-friendly setting, and apply the standard to a 
COTS RC Helicopter UAV surrogate in a tactical and operational situation. This 
exploration will help increase the understanding of how 802.11 coverage might 
be extended by a VTOL UAV. Concurrently, research will be conducted to 
identify systematic queues to AIED production and potential interdiction 
techniques of an AIED as it is employed against a target. 


10 COASTS 2006 CONORS, pp. 3-4. 
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II. TECHNOLOGICAL BACKGROUND 


A. MESH DYNAMICS MESHED 802.11 STRUCTURED MESH NETWORKS 

1. Introduction 

The ability to deploy a high performance wireless network that is not only 
transparent to the client but provides robust, mobile, radio and IEEE protocol 
while providing quality of service assurance is very advantageous. The military 
community deploys in fixed and expeditionary infrastructures that require the 
distribution of digital information to support battlefield preparation and battlefield 
situational awareness. 

The advent of digital sensor networks; UAV Command and Control, 
Intelligence, Surveillance and Reconnaissance (C2ISR) systems, Blue Force 
tracking, and the increased need for imagery data require robust digital wireless 
networks. These networks need to be auto-configurable and scalable under a 
single control layer. 

The data and communication network complexity of a rapid deployment 
force would resemble that of a Mobile Area Networks (MAN) with static and 
mobile Wireless Local Area Networks (WLAN), under which numerous Portable 
Area Networks (PAN) exist. The MAN would represent the “region of interest” 
and could/would be 100% wireless or consist of several “wired” operation centers 
with a hybrid of wireless back hauls and WLANs. WLANs would be established 
within the operational unit. PANs would be established to support sensor 
networks, inter-squad communications, etc. WLANs and PANs could be highly 
mobile and dynamic in nature, and potentially would extend beyond outside of 
direct MAN connectivity. 


F. Acosta, US High Performance Mesh. Santa Rosa: 2005. 
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2. The MeshDynamics Meshed Network Architecture 

Cost effective wireless coverage on a large scale requires that the mesh 
must be able to provide sufficient bandwidth to clients many “hops” away from 
the Ethernet feed. Therein lay inherent limitations of mesh products which use 
one radio for the backhaul. The chief limitation being that One-Radio Ad Hoc 
Mesh architecture does not scale. 



Figure 7 MeshDynamics multi-radio backhaul Comparison (From: Acosta). 

In a single radio wireless backhaul, all backhaul radios must “talk” on the 
same channel (see Figure 7). However, a radio cannot send and receive at the 
same time. When data is to be relayed across multiple access point segments it 
must be received by one backhaul radio and then re-transmitted by that backhaul 
radio to be received by another downstream backhaul radio. 

During this relay, nearby radios have to be quiet; since all radios are on 
the same channel and therefore are a source of interference. This receive-send- 
receive process used by one radio backhauls limits overall performance, and can 
result in bandwidth loss and increased latency of up to 50% per hop. 
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3. Structured Mesh™ Uses a 2-Radio Backhaul 

Two mesh architectures are shown in Figure 8 beiow. Most mesh 
products are a variant of the approach shown on the left. One radio services 
ciients (pink) while the other radio (biue) forms a singie radio ad hoc backhaui 
mesh. The radios operate in non interfering bands: 2.4 GHz (pink) for service and 
5.8 GHz (blue) for the backhaul. Note that the wireless backhaul is still a single 
radio - only one radio (biue) is part of the backhaul. Packets share bandwidth at 
each hop aiong the path with other interfering mesh backhauis - ali operating on 
the same channel - because it is a single radio wireiess backhaui. 



Figure 8 MeshDynamics muiti-radio backhaul Simultaneous Send and 

Receive (From: Acosta). 


MeshDynamics Mesh Products have two backhaui radios (for 
upiink/downiink) and a third 2.4GHz service radio. Both the backhaui up link and 
down link "talk" on different channeis. Bandwidth degradation effects endemic to 
singie radio backhauis are eiiminated - each radio iink operates independently 
and simultaneous send/receives are now possible. The separate uplink and 
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downlink emulates wired switch stacks. This architecture supports scalable 
networks. Minimal performance degradation is experienced, even over several 
WAP segments. 

In the unlicensed space, interference from other radios is a fact of life. 
Reduced performance by operating on a "polluted" channel is especially 
significant in dense metro areas. In 1-radio backhauls all radios share the same 
channel. Interference on that channel affects the entire network. In contrast, a 2- 
radio backhaul is more agile: the backhaul radios can switch to other channels to 
mitigate local interference sources. 

4. Modular Approach Supports Extendibility 

The MeshDynamics Modular Mesh framework is purposely built to ensure 
interoperability between members of the product family. Modules form a network 
even if backhaul operate in different frequency bands. 



Figure 9 Modular Mesh Interoperable Network (From: Acosta). 

As an example (See Figure 9), the two mobile nodes above communicate 
with each other, though they are operating on different backhaul bands. The 
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"service" radio of node 4455 is acting as the parent downlink for node 4325. Also 
edge nodes 4220 connects with relay node 4350 through the service radio. 

Since 2.4GHz has more range than 5.8GHz radios, a 2.4GHz backhaul Is 
preferable in low client density situations (such as rural areas) or at edges of the 
network where the interference is low. Interference increases with increasing 
client densities (as in urban areas). The 2.4GHz edge node (4220) does not 
become obsolete: it may be field upgraded to a 3-Radio 5.8GHz backhaul -i- AP 
(4350). The 4350 unit may be field upgraded to a 4-radio module if additional 
downlinks (4452) or an additional AP (4458) is needed. Other mesh products 
have not been designed with this level of flexibility in mind.^^ 

Due to the stated strengths of the Modular Mesh system, It was selected 
for implementation by the COASTS 2006 project. As such, and to maintain 
interoperability within the mesh, a MD mobile access point was selected as the 
802.11 Wireless Access Point (WAP) payload for the VTOL UAV surrogate. 

B. ROTARY UAV SURROGATE 

1. Airframe 

Due to the commercial shipping constraints of Petroleum, Oil and 
Lubricant (POL) containing vehicles, and the transpacific voyage that the VTOL 
UAV surrogate was to undergo in support of the COASTS 2006 experiment, a 
decision was made very early on in the project to pursue an electric powered 
solution. This decision, and the dimensional baggage shipping constraints 
placed on commercial airline traffic, helped to scope market research, bound 
payload restrictions, and define airframe size. 

Based on market research, the majority of the COTS helicopter models at 
the upper end of the size scale were appropriate. Because of the payload 


F. Acosta "Why Structured Mesh?." Mesh Dynamics Structured Mesh Technology. Mesh 
Dynamics. <http://www.meshdynamics.com/WhyStructuredMesh.html>, (26 August 2006). 


17 



requirements, and therefore the required power needed, a very stiff 
airframe/structure was desired, so a model with a carbon fiber construction was 
chosen. 

2. Power Plant 

The selection of a vehicle’s prime mover selection, be it an aircraft or an 
earthbound platform, plays a major role in vehicle design. With that in mind, 
extensive market research was performed to match power, weight, and operating 
characteristics of the perspective payload, airframe and battery configurations 
with the appropriate motor. Market research was performed and two general 
types of COTS electric motors were available; brushed and brushless. 

In a conventional (brushed) DC-motor, the brushes make mechanical 
contact with a set of electrical contacts on the rotor (called the commutator), 
forming an electrical circuit between the DC electrical source and the armature 
coil-windings. As the armature rotates on axis, the stationary brushes come into 
contact with different sections of the rotating commutator. The commutator and 
brush-system form a set of electrical switches, each firing in sequence, such that 
electrical-power always flows through the armature-coil closest to the stationary 
stator (permanent magnet.) 

In a brushless DC (BLDC) motor, the brush-system/commutator assembly 
is replaced by an intelligent electronic controller. The controller performs the 
same power-distribution found in a brushed DC-motor, only without using a 
commutator/brush system. The controller contains a bank of metal-oxide- 
semiconductor field-effect transistor (MOSFET) devices to drive high-current DC 
power, and a microcontroller to precisely orchestrate the rapid-changing current- 
timings. Because the controller must follow the rotor, the controller needs some 
means of determining the rotor's orientation/position (relative to the stator 

coils).IS 


''3 Wikipedia, <http://en.wikipedia.org/wiki/Brushless_DC_Electric_Motor>, (15 June 2006). 
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BLDG motors offer several advantages over brushed DC-motors, including 
higher reliability, reduced noise, longer lifetime (no brush erosion), elimination of 
ionizing sparks from the commutator, and overall reduction of electromagnetic 
interference (EMI.) BLDC's main disadvantage is higher cost, which arises from 
two issues: First, BLDG motors require high-power MOSFET devices in the 
fabrication of the electronic speed controller. Brushed DG-motors can be 
regulated by a comparatively trivial variable-resistor (potentiometer or rheostat), 
which is inefficient but also satisfactory for cost-sensitive applications. BLDG 
motors need a more expensive integrated circuit, called an electronic speed 
controller, to offer the same type of variable-control. Second, when comparing 
manufacturing techniques between BLDG and brushed motors, many BLDG 
designs require manual-labor, to hand-wind the stator coils. On the other hand, 
brushed motors use armature coils which can be inexpensively machine-wound. 

BLDG motors are considered more efficient than brushed DG-motors. This 
means for the same input power, a BLDG motor will convert more electrical 
power into mechanical power than a brushed motor. The enhanced efficiency is 
greatest in the no-load and low-load region of the motor's performance curve. 
Under high mechanical loads, BLDG motors and high-quality brushed motors are 
comparable in efficiency^^ 

Because of the efficiency and performance characteristics of BLDG 
motors, a BLDG was selected as the power plant for the VTOL UAV surrogate 
described in this thesis. 

3. Electronic Speed Controller 

An Electronic Speed Gontroller (ESG) is a stand-alone unit which plugs 
into the receiver's throttle control channel and interprets control information in a 
way that varies the switching rate of a network of field effect transistors (FET). 
This switching allows for much smoother and more precise variation of motor 
speed in a far more efficient manner than the mechanical type with a resistive 

''4 Wikipedia, <http://en.wikipedia.org/wiki/Brushless_DC_Electric_Motor>, (15 June 2006). 
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coil and moving arm once in common use. In rotary flight, it is desirable to 
maintain a constant rotor head RPM in most cases, and most modern ESCs 
provide constant speed functionality to enable this option. The ESC adjusts 
voltage output (RPM) and current (torque) to maintain rotor RPM at a constant 
rate as collective settings (collective pitch) are varied. This produces stable and 
predictable flight performance. Lithium Polymer (LiPO) ESC models also provide 
for low voltage cutoff, which is essential for use with LiPo battery packs to 
prevent damage, and possible combustion of the battery packs. 

It is essential that the ESC be matched with the type of motor (brushed or 
brushless) and the motors capacity. As the motor selected for the surrogate 
VTOL UAV is capable of drawing >40A of current, the ESC must be rated to 
handle the current and associated heat load to prevent damage to the ESC and 
enable the peak performance of the motor in the presence of both moderate and 
high ambient temperature operations. 

4. Receiver 

As the name of this component suggests, it acts as the wireless receiving 
station for the signal that is transmitted from the operator’s radio remote control. 
Receivers in the market place today operate 27, 72, 75 MHz, and 2.4 GHz. In 
the 27, 72, and 75 MHz frequencies channels are spaced out at 20 kilo hertz 
(KHz) intervals to allow for multiple paired receiver / transmitter users to operate 
in discrete channels without interference. The Federal Communications 
Commission limits the output power in the 27, 72, and 75 MHz frequencies to 
750 miliwatts (mW). 2.4 GHz models, along with their transmitters were not 
considered for this experiment, as the many technologies in the COASTS 2006 
experiment operated in the 2.4 GHz space. However, interference was not a 
likely worry in the 2.4 GHz space, as FCC regulations require, as a condition on 
their certification, that devices not interfere with other certified devices in that 
frequency, but providing as clean a Radio Frequency (RF) space in experimental 
conditions as possible was deemed desirable. 
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For receivers used in helicopter applications, pitch, collective, yaw / gyro, 
throttle, cutoff and receiver power channels are required. Because of this 
requirement, receivers with fewer than six channels were not considered for 
installation in the VTOL UAV surrogate. 

5. Servos 

The primary function of a servo is to convert an electrical signal into a 
mechanical output. The mechanical output in the case of rotary flight is control 
surface input. Because of the near continuous, minute, and robust control inputs 
required for controlled rotary flight, specific performance characteristics of servos 
used in RC helicopter applications exist. Servos must be responsive (< .2 
sec/60°) and powerful (>120 in oz. torque). A wide variety of servos in this range 
exists and is represented broadly by two classes; digital and standard. The 
digital servos operate in a more precise and predictable manner and are 
generally more fault resistant than the standard analog types. Because of this 
positive trait, digital servos were selected for the VTOL UAV surrogate. 

6. Heading Gyro 

Heading gyros work with the yaw servo to detect and dampen or nearly 
eliminate helicopter movement in the yaw axis (defined as planar motion about 
the main rotor shaft). This is accomplished by an accelerometer in the heading 
gyro detecting motion in the yaw axis and sending a compensating signal to the 
yaw servo to correct for the deviation. Not all motion in the yaw axis is unwanted 
though, so the gyro monitors the signal from the yaw channel of the receiver to 
allow specific frequencies of yaw when a control signal is detected from the 
receiver. Many gyro units have a heading hold feature which also dampens the 
yaw signal from the receiver to prevent over controlling and pilot induced 
oscillations (PIO). This feature is desirable for the novice RC helicopter pilot as it 
provides more yaw controllability and therefore a gentler operator learning curve. 
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7. 


Batteries 


There are three major chemistry types used in constructing a 
rechargeable battery. The first one is called Nickel Cadmium (NiCd). NiCd 
batteries are relatively inexpensive, but they have a number of negatives. NiCd 
batteries need to be fully discharged after each and every use. If they aren’t, they 
will not discharge to their full potential (capacity) on subsequent discharge 
cycles, causing the cell to develop what’s commonly referred to as a memory. 
Additionally, the capacity per weight (also known as “energy density”) of NiCd 
cells Is generally less than Nickel Metal Hydride (NiMH) or Lithium Polymer 
(LiPo) cell types as well. Finally, the Cadmium that Is used in the cell Is quite 
harmful to the environment, making disposal of NiCd cells an issue. For 
thisreason several countries in Europe have banned NiCd batteries. This ban 
accelerated the demand for alternative cell types, and the first to really answer 
the call was NiMH. 

NiMH cells have many advantages over NiCd cells. With the removal of 
Cadmium from the cell, the NiMH cells were able to fill the need for industrial and 
hobby-grade batteries over a much broader market. NiMH cell manufacturers 
were also able to offer significantly higher capacities in cells approximately the 
same size and weight of comparable NICd cells. NiMH cells have an advantage 
when it comes to cell memory too, as they do not develop the same performance 
issues as a result of improper discharge care. 

Lithium Polymer cells are the newest and most revolutionary cells to come 
to market. LiPo cells typically maintain a more consistent average voltage over 
the discharge curve when compared to NiCd or NiMH cells. Add to that the 
higher nominal voltage of a single LiPo cell (3.7V versus 1.2V for a typically NiCd 
or NiMH cell), making it possible to have an equivalent or even higher total 
nominal voltage in a much smaller package. LlPo cells also typically offer very 
high capacity for their weight, delivering upwards of twice the capacity for 
sometime 1/2 the weight of comparable performance NiMH cells and packs. 

However, with so much energy packed Into such a small space, there are some 
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important safety measures to take when dealing with LiPo cells. A LiPo cell 
needs to be carefully monitored during charging as overcharging a LiPo cell (to 
beyond 4.2v), or the charging of a physically damaged or over discharged cell 
(discharged to below 3.0v under load) can be a potential fire hazard. 

Care must not only be taken when charging LiPo cells, but when 
discharging them as well. A LiPo pack should never be over-discharged below 
3.0v per cell under load, and ESC programmed to provide the proper low voltage 
cutoff for the pack (for example, a 9v cut off for a 3 series LiPo pack) must be 
used. While these seem like major deterrents to using a LiPo battery, these 
usage guidelines are quickly becoming well known and are typically well outlined 
in the instruction manuals Included with most LiPo packs, ESCs and LiPo 
chargers.IS With all of their performance benefits, lithium polymer battery packs 
are the power sources that were selected for the VTOL UAV surrogate. 

8. Transmitter 

Modern Radio Control transmitters have become very versatile. Current 

high end versions employ frequency hopping techniques to prevent potentially 
catastrophic RF interference, and many have sophisticated onboard computers. 
The most expensive models utilize high speed processors and run versions of 
the Microsoft Mobile PC operating system with full color displays. With some 
models having over 15 control knobs and switches, it is difficult to readily identify 
the most appropriate model for use. However, the criteria for multiple 
programmable models, helicopter modes, a minimum of 4 selectable multi- 
position switches, onboard flight timing, and an interface to a computer simulator 
do exist. Based on these criteria, a well suited radio was selected. 

9. Support Equipment 

Flight simulation software, tools, chargers, calibration and diagnostic 

equipment, repair materials, lubricants, and solvents are all required to field the 

■IS "RC Airplane Battery Basics." Red Rocket Hobby Shop. 
<http://www.redrockethobbies.com/RC_Airplane_Battery_Basics_s/263.htm>, (27 August 2006). 
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surrogate VTOL UAV. Each item, essential in its function, was painstakingly 
identified and researched to ensure its necessity and applicability to the project. 

C. HELICOPTER AERODYNAMICS 

For the purpose of this thesis, a general understanding of helicopter 
performance in the presence of different atmospheric conditions is necessary to 
identify the unique challenges associated with the selection of many aspects of 
the surrogate UAV and account for the performance results discussed in Chapter 
VI. A much more in depth discussion of the mysteries of rotary aerodynamics 
could be undertaken. This discussion however, will be limited to the effects of 
atmospheric conditions on helicopter performance. The following discussion is 
taken from The Basic Helicopter Handbook. 16 

1. Helicopter Performance 

Assuming that a helicopter engine and all components are operating 
satisfactorily, the performance of the helicopter is dependent on three major 
factors: 

Density altitude (air density) 

Gross weight 

Wind velocity during takeoff, hovering, and landing 

For the purposed of this thesis, only air density and its effects on rotary 
aerodynamics, specifically lift, will be discussed. 

a. Air Density 

Air, like liquids and other gases, is a fluid. Because it is a fluid, it 
flows and changes shape under pressure. Air is said to be "thin" at high altitudes; 
that is, there are fewer molecules per cubic foot of air at 10,000 feet than at sea 
level. The air at sea level is "thin" when compared to air compressed to 30 

''6 United States. Federal Aviation Administration, Basic Helicopter Handbook. Aviation 
Supplies & Academics, 1978. 
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pounds of pressure in an automobile tire. A cubic inch of air compressed in an 
automobile tire is denser than a cubic inch of "free" air at sea level. 

For example, in a stack of blankets, the bottom blanket is under 
pressure of all blankets above it. As a result of this pressure, the bottom blanket 
may be squeezed down until it is only one-tenth as bulky as the fluffy blanket on 
top. There is still just as much wool in the bottom blanket as there is in the one 
on top, but the wool in the bottom blanket is 10 times denser. If the second 
blanket from the bottom of the stack were removed, a force of 15 pounds might 
be required to pull it out. The second blanket from the top may require only 1 
pound of force. In the same way, air layers near the earth's surface have much 
greater density than air layers at higher altitudes. Simply stated, the lower the 
elevation of the earth's surface, the greater the density of the air layers. For 
example, the layer of air at sea level would be denser than the layer of air at the 
earth's surface at Denver, Colo., at approximately 1 mile above sea level. 

The above principle may be applied in flying aircraft. At lower levels 
the rotor blade is cutting through more and denser air, which offers more support 
(lift) and increases air resistance. The same amount of power, applied at higher 
altitudes where the air is thinner and less dense, propels the helicopter faster. 

b. Density Altitude 

Density altitude refers to a theoretical air density which exists under 
standard conditions of a given altitude. Standard conditions at sea level are: 

Atmospheric pressure - 29.92 in. of Hg (inches of mercury) 

Temperature - 59° F. (15°C.) 

Standard conditions at any higher altitude are based on: 

Atmospheric pressure (reduced to sea level): 29.92 in. of Fig 

Temperature: 59° F. (15° C.) minus 3 1/2° F. (2° C.) per 1,000 feet 

elevation 
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For example, if the atmospheric pressure (reduced to sea level) at 
an airport located 5,000 feet above sea level is 29.92 inches of mercury and the 
temperature is 59° - (3.5°x 5) = 41.5° F. (5°C.), the air density is standard at that 
altitude. (The actual barometric pressure at an elevation of 5,000 feet under 
these conditions would be approximately 24.92 inches of mercury since 
atmospheric pressure decreases approximately 1 inch per 1,000-foot increase in 
altitude. The average temperature decrease per 1,000-foot increase in altitude is 
3.5° F.). 


c. Effect of High Density Attitudes on Heticopter 
Performance 

High elevations, high temperatures, and high moisture content, all 
of which contribute to a high density altitude condition, lessen helicopter 
performance. Because the difference between power available and power 
required is so small for a helicopter, particularly in hovering flight, density altitude 
is of even greater importance to the helicopter pilot than it is to the airplane pilot. 
Helicopter performance is reduced because the thinner air at high density 
altitudes reduces the amount of lift of the rotor blades. 
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III. SELECTION OF METRICS 


A. COASTS 2006 MEASURES OF EFFECTIVENESS (MOE) AND 

MEASURES OF PERFORMANCE (MOP) 

In order to make logical decisions and choices in network development, 
criteria to measure the value or relative importance of aspects of the network is 
required. This is an essential pre-requisite for system analysis and predictive 
study. Both the client (customer / user) and network designer have such 
measures, and these measures are related. MOE represent the user view, 
usually annotated and of qualitative nature. They describe the customers’ 
expectations of functional performance and should be viewed as the voice of the 
user. 

MOP are the corresponding view of the designer; a technical specification 
for a product. Typically MOP are quantitative and consist of a range of values 
about a desired point. These values are what a designer targets when designing 
the network, by changing components, protocols and infrastructure locations, so 
as to finally achieve the qualities desired by the user. Both the MOE and the 
MOP can be constructed as a hierarchy diagram. Each horizontal level of the 
hierarch represents 100% of the effectiveness or performance. COASTS MOE 
and MOP were evaluated by the Data Collections team to most efficiently gather 
and analyze the data associated with each measure. In the following hierarchy 
diagrams, each node is identified and MOE and MOP are listed in an attempt to 
specifically communicate each node’s data collection needs. 

B. 802.11 ACCESS POINT 

The MOE in the COASTS 2006 experiment were utilized to select, based 
on market research, a wireless mesh infrastructure that met or exceeded a list of 


COASTS 2006 CONOR, p. 29. 
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six specific MOE (see Figure 10). The COTS solution selected, ultimately the 
MeshDynamics MD4000 series, met or exceeded each MOE which was reflected 
in an overall MOE score of 1.0. 


Measures of Effectiveness 


802.11 Network 



Support marine 


0.5 ^ 

Mobile marine 
platforms to 12 knots 

Mobile and based 
platforms In dense 
vegetation 

0.3 ^ 

and land platforms 





0.5 ^ 





100% seamless 
Coverage for 
designated area 


No break in service when 
traversing AOR 

025^ 





Support voice, 
video and data 


Real-time 

0.25 ^ 

1.0 ^ 



Easily configurable 


Max one day to 
train personnel for setup 

0.1 ^ 

1.0 


rs 


Immediately available 
for purchase 

100% COTS solution 

0.1 

1.0 


0.15 


0.15 

0.25 


0.25 


0.1 


0.1 


Sum 1.0 


Sum 1.0 


Figure 10 802.11 Measures of Effectiveness (From: COASTS 2006 CONORS) 


The evaluation of network performance is not a straight forward endeavor. 
The type of data to be passed over the network and the implementation of the 
network both drive, and in some cases with competing interests, the evaluation of 
a network’s effectiveness. 
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After considering the protocols to be employed on the 802.11 network, the 
types of data to be passed, and the geographical spread of the network to be 
evaluated, the data collections team and the network team concluded that the 
key measures to collect and analyze were throughput, latency, and quality of 
signal (QoS), (see Figure 11 below) 

Upon further investigation, the MD 4000 series structured mesh utilized 
software to optimize signal quality based on signal strength and acknowledgment 
timing. Due to this intelligent optimization performed by the MD hardware, QoS 
was dropped as an observed MQP as it remained well above the desired 
threshold throughout initial testing. Latency was also observed to be well above 
desired thresholds as well, however, research within the experiment required that 
latency data be collected analyzed. 


Measures of Performance Measurement Method 



Figure 11 802.11 Measures of Performance (From: CQASTS 2006 CQNQPS). 

1. Throughput 

For packet-switched networks, throughput is the rate at which a computer 
or network sends or receives data. It is therefore a good measure of the channel 
capacity of a communications link, and connections to the internet are usually 
rated in terms of their bit rate, how many bits / bytes they transmit per second 
(bit/s). 

However, throughput is a poor measurement of perceived speed, which is 
mostly based on the speed of requests made or responsiveness. As such, 
responsiveness has far less to do with throughput than latency. To illustrate this, 
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consider a truck full of magnetic tape en route from California to New York. The 
time or latency it takes to deliver the data may be several days, but the amount 
or throughput of data delivered will exceed the throughput of a broadband 
connection. In contrast, the broadband connection, which has a throughput many 
times less than that of the truck, has a relatively low latency and can deliver 
smaller amounts of data much faster.^s For a user wishing to view streaming 
video at a at a palatable frame rate (>16 fps), or a pair of persons carrying on a 
VoIP conversation (no voice delay), low latency is essential for coherent 
communication. However, in both of these cases, it is also essential for the 
throughput to be adequate to pass data at a rate which prevents the packets 
from “piling up” at either end of the transmission. 

Normally throughput and latency are opposed goals. To Improve latency 
one generally desires to increase how much the computer checks to see if one is 
trying to interact. This checking overhead slows down data transfer. However, 
there Is one very common exception to this rule. Network protocols and programs 
tend to synchronize both ends regularly. If these synchronizations are slow, then 
throughput can suffer tremendously. 

2. Latency 

Latency in a packet-switched network is measured either one-way (the 
time from the source sending a packet to the destination receiving it), or round- 
trip (the one-way latency from source to destination plus the one-way latency 
from the destination back to the source). Round-trip latency is more often quoted, 
because it can be measured from a single point. Note that round trip latency 
excludes the amount of time that a destination system spends processing the 
packet. Many software platforms provide a service called ping that can be used 


''8 Wikipedia, <http://en.wikipedia.org/wiki/Throughput>, (19 July 2006). 
19 Ibid. 
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to measure round-trip latency. Ping performs no packet processing; it merely 
sends a response back when It receives a packet (i.e., performs a no-op), thus It 
is a relatively accurate way of measuring latency. 

Where precision is important, one-way latency for a link can be more 
strictly defined as the time from the start of packet transmission to the start of 
packet reception. The time from the start of packet reception to the end of packet 
reception is measured separately and called "transmission delay.” This definition 
of latency is independent of the link's throughput and the size of the packet, and 
is the absolute minimum delay possible with that link. 

However, in a non-trivial network such as that being tested, a typical 
packet will be forwarded over many links via many gateways, each of which will 
not begin to forward the packet until it has been completely received. In such a 
network, the minimal latency is the sum of the minimum latency of each link, plus 
the transmission delay of each link except the final one, plus the forwarding 
latency of each gateway .20 

Latency on the COASTS 2006 802.11 network was collected and 
recorded via Ixia’s IxChariot console. 

C. ENVIRONMENTAL OBSERVATIONS 

One of the Inherent strengths of the COASTS 2006 experiment Is its ability 
to carryout experiments in a wide array of climatic conditions. From the dry cold 
environment of Fort Hunter-Liggett, CA in December, to the hot and humid 
conditions of northern Thailand in March, the project was able to observe and 
gather data on the deployed network In each of these conditions and many 
variations in between. The items described in this section would more aptly be 
described as metrics rather than measures of effective or performance as there 
are no threshold values that we associate a positive or negative outcome with. 


20 Wikipedia, <http://en.wikipedia.org/wiki/Network_Latency>, (19 July 2006). 
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On the contrary, these measures associated with environmental factors 
contribute to the body of data that will undergo analysis used to discover 
potential correlations between the MOP and the environment. 

These measures include: 

• Temperature 

• Barometric Pressure 

• Relative Humidity 

• Wind velocity 

These measures will be input into equations that will produce barometric 
altitude, and density altitude. Each of these measurements, and the resultant 
altitude calculations are collected and logged in the Kestrel Hand held weather 
station. 
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IV. UAV SURROGATE TEST PLATFORM CONSTRUCTION 

METHODOLOGY 


A. INTRODUCTION 

In evaluating the construction of the UAV Surrogate test platform, the 
author endeavors to accomplish two goals: 

1. Test and evaluate the functionality of a VTOL UAV as a wireiess 
network extension platform. 

2. Gain insight into the potential systematic queues of AIED 
construction, operation, and control. 

For the scope of this project, a UAV Surrogate was constructed that was 
capable of employing an autonomous fiight package (AFP) but was tested 
utiiizing remote control. The choice to pursue a remoteiy piloted air frame, vice 
autonomous controi for this research, stemmed from two distinct complications. 

Primarily, the implementation of an autonomous fiight package in a 
heiicopter, while possible, is by no means triviai. Commercial hardware and 
open source software do exist which make autonomous heiicopter flight 
achievabie, however the integration of this technoiogy presented a broadening of 
the scope of this project which presented an untenabie outcome. The capabiiity 
of the airframe to support the weight of the package was addressed, and the AFP 
implementation time and skilis were estimated and included in the systematic 
evaiuation to target AIED construction. 

Secondarily, the ability to operate an autonomous airframe is very tightiy 
regulated by the Federal Aviation Administration (FAA). For instance, outside of 
Restricted Airspace, the fiight team must obtain a Certificate of Authorization 
(COA) from the FAA for UAV operation in US nationai airspace. The criteria to be 
used by Department of Defense UAV proponents are contained in FAA Order 
7610.4, Speciai Miiitary Operations, Ch. 12, Sect. 9. This Order suggests that 
DoD proponents submit an "Application for COA" to the appropriate FAA 
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Region's Air Traffic Division (ATD) at least 60 days prior to the beginning date of 
the planned UAV flight operation. The application must include: 

(1) a detailed description of the proposed UAV operation, including the 
classes of airspace required 

(2) the UAV's physical characteristics and operational capabilities (e.g., 
cruise speed, climb/descent rate) 

(3) method used to control the UAV (remote or autonomous) 

(4) method used to avoid other aircraft 

(5) coordination and communication procedures 

(6) contingency plans 

(7) a statement of airworthiness 

Upon approval and issuance, the COA may impose additional conditions 
for flight conduct. 

For instance, a Notice to Airmen may need to be broadcast prior to flight in 
order to warn other pilots in the area of UAV activities. Also, a direct 
communications link, either telephonic or personal, is typically maintained 
between the FAA and the UAV mission manager .21 

An FAA approved COA was required for each period that the UAV was to 
be operated outside of restricted airspace, additionally, each modification to the 
airframe or autonomous flight hardware or software required an updated 
statement of airworthiness to be approved by an FAA examiner. The coupled 
lead times for the approved statement of airworthiness and COA were projected 
to exceed 18 months for each experimental flight. 

Facing these two complicating factors, a remotely operated airframe was 
pursued as a platform for both a wireless mesh extension platform, and a 
platform which could support an autonomous flight package. 


21 UAV Collaborative, <http://www.uav-applications.org/services/airspace.html>, (29 April 
2006). 


34 



B. AIRFRAME 


The Mikado Logo 24 airframe was constructed and tested, and a detailed 
log of the time, materials, skill used, and any outside skill utilized was recorded 
(See Appendix H). These iine items were then analyzed to gain insight into 
potentiai systematic points of interdiction. The construction processes foiiowed 
were those provided by the manufacturer of the airframe kit (See 



Figure 12 Mikado Logo 24 RC Heiicopter in Fiight, Mai Ngat Thaiiand. 


C. PAYLOAD 

The WiFi access point seiected was a MeshDynamics 4000 series Access 
Point (See 0). Because the protective housing surrounding the very light circuit 
boards weighed 1005 grams (See Figure 13), the board was removed and 
piaced within a plastic enciosure (See Figure 14) this reduced the payload weight 
by 975 grams. 
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Figure 14 MeshDynamics 4000 Series Access Point in Plastic Housing. 

The removal of the circuit board from the protective housing exposed the 
payload to potential shock and environmental hazards. The environmental 
hazards were mitigated by not flying the airframe when visible moisture was 
present in the JOA. This procedure also mitigated damage to the airframe as it 
was not designed to be flown in adverse weather. 

D. BATTERIES 

Several different power sources are required to operate the RC helicopter 
and payload. These batteries were selected to maximize power density and 
minimize weight. The heaviest and most powerful drove the BLDG motor. 
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The helicopter main propulsion unit requires two 14.4v LiPo Batteries (See 
Figure 15) to drive the main and tail rotors. Total weight was 756 g. 



Figure 15 14.8v 4200 mAh LiPo Battery Pack (From: www.thunderpower.com). 

The receiver requires a 4.8v NiMFI or NiCd battery pack to power itself, 
the 4 servos and the heading Gyro; weight 100 g. 



Figure 16 4.8v NiCd Receiver Battery (From: www.futaba.com). 

E. ANTENNAS 

Due to the continuously varying aspect between the surrogate UAV and 
linking client on the ground, it was important to select antennas with multi polar 
360° RF coverage. Three antennas were needed for the MD4325 WAP, one for 
the uplink, one for the backhaul, and one for the client antennas. Because of the 
triplicate redundancy, it was vital that a light weight antenna with these 
characteristics be identified. 

The antenna that was decided upon was a 3dB Multi polar Omni 
directional antenna from Wifi-Plus. The MP-BULLET 2.4/5.X (See MP-BULLET 
2.4/5.X Multi Polar Omni Directional Antenna) provides 360° vertical and 
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horizontal coverage and weighs only 100g. These antennas were installed 
directly to the plastic housing containing the WAP. 



Figure 17 MP-BULLET 2.4/5.X Multi Polar Omni Directional Antenna. 


F. AUTONOMOUS FLIGHT PACKAGE 

As discussed in paragraph A. above, an autonomous flight package was 
not implemented into this airframe, however, a flight package was selected to 
evaluate the both the impacts of the build process and the capacity of the 
airframe to support the additional weight. The package selected for investigation 
was the Crossbow MNAV 100CA. 



Figure 18 MNAV100CA Navigation and Servo Control Board (From: 

Crossbow). 
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The MNAV100CA is a calibrated digital sensor and servo control system 
designed for use in Radio Control (R/C) vehicles. The onboard sensor package 
includes accelerometers, angular rate sensors, and magnetometers for use in 
inner loop control applications as well as static pressure (altitude) and dynamic 
pressure (airspeed) sensors for use in airborne robotics. A GPS sensor is also 
included for both path planning and navigation. 

The MNAVtOOCA’s comprehensive onboard servo control solution 
includes both R/C servo control hardware and an R/C receiver Pulse Position 
Modulation (PPM) interface. R/C servo hardware provides users with software 
based control of up to nine separate servos while the PPM interface enables 
software interpretation of R/C receiver commands thereby offering users both 
automated software control as well as manual “takeover” capability. 

Output data are provided in a digital (RS-232) format. Each MNAV100CA 
system comes with a GPS antenna, interface cables and User’s Manual 
Crossbow’s MICRO-VIEW software is also included to assist users with sensor 
calibration, servo control, data collection and overall system development. 

When connected to Crossbow’s Stargate Processor Board (SPB400) (See 
Figure 19), via the standard 51-pin connector, the MNAV100CA combines with 
the SPB400 to form a sophisticated open-source robotics platform. This 
comprehensive robotics solution offers users a flexible development platform for 
state estimation, WiFi telemetry command uplink/downlink and closed loop 
navigation and control. Payload sensors (e.g., USB image sensor) can also be 
connected and processed by the Stargate to support intelligent robotics 

applications.22 


22 UAV Collaborative, <http://www.uav-applications.org/services/airspace.html>, (29 April 
2006). 
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Figure 19 MNAV integrated with Complete Robotics Hardware (From: 

Crossbow), 


This autonomous flight system integration was evaluated and entered into 
the work log with estimations of time, materials, skill used, and any outside skill 
utilized to help determine the systematic development of an AIED. 
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V. EXPERIMENTATION METHODOLOGY 


A. 802.11 TESTING 

In evaluating hardware adhering to the 802.11 IEEE standard, it is 
essential that a formal well defined testing procedure be identified and adhered 
to for the duration of the test. Whiie COASTS 2005 utiiized a specific testing 
technique, its observations yielded mostly qualitative categoricai results which 
presented anaiytical difficuities. The COASTS 2006 experiment endeavored to 
carryout its testing pian in a pureiy quantitative manner. This change of practice 
presented a dilemma; develop a testing method from the ground up or utilize a 
weii established testing regimen. 

While developing an in-house testing pian from the ground up was initialiy 
attractive, because it offered a great deal of flexibility, it quickiy became apparent 
that utilizing a proven industry standard network evaluation plan would provide a 
highly cohesive and recognizabie data set. This resuit was encouraged by both 
COASTS 2006 industry partners, who pointed the research team in this direction, 
and DoD partners who were already utilizing industry standard test procedures in 
their own evaluations. 

The COASTS 2006 Data Coliections team, iead by the author, seiected 
the Atheros® Communications Methodology for Testing Wireiess LAN 
Performance as the modei. The foliowing discussion is the background 
discussion from the Atheros white paper, and the adjusted methodology that 
COASTS 2006 used to address its testing objectives. The white paper in its 
entirety can be found in Appendix C. 

1. Introduction 

Whether evaluating the performance of wireless LANs in an informal way 

or through precise benchmarking procedures, the first step is to understand the 

factors involved. The ease of setting up and using WLANs makes it easy to 

overlook many crucial factors and their resuiting performance variations. These 
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performance variations can be extreme, however, and they make a dramatic 
difference in the cost, security and viability of a wireless network. 

2. An Overview of Throughput and Coverage Factors 

A WLAN generally consists of an access point (AP) that connects to a 
wired network and remote devices (client) that connect to the access point 
through wireless (radio) links. Throughput is defined as the speed with which a 
user can send and receive data between a remote device and the access point. 
Throughput varies across the WLAN's coverage area. This section profiles the 
main factors that determine WLAN throughput and coverage. 

a. 802.11 Protocol 

The IEEE 802.11 standard defines various physical-layer rates for 
different types of WLANs, such as 1, 2, 5.5 and 11 Mbps for 802.11b and 
802.11g. Rates for 802.11a and 802.11g include 6, 9, 12, 18, 24, 36, 48 and 54 
Mbps. The user throughput is less than these link rates for several reasons: 

• Each packet includes additional data, such as preambles, headers 
(MAC, IP, TCP, etc.) and checksums. 

• When every directed (unicast) packet is received, the receiver 
transmits a short acknowledge packet back to the sender. 

• Transmitters wait for short random times between packets to allow 
other users to contend for and share the channel. Given these 
reasons, the theoretical maximum user-level performance for the 
various 802.11 systems is presented in Table 1. 



Number of 

Modulation 

Maximum 

Maximum 

Maximum 


Channels 


Link Rate 

TCP Rate 

UDP Rate 

802.11b 

3 

CCK 

11 Mbps 

5.9 Mbps 

7.1 Mbps 

802.11g (with .11b) 

3 

OFDM/CCK 

54 Mbps 

14.4 Mbps 

19.5 Mbps 

802.11g (with .11g only 

Mode) 

3 

OFDM/CCK 

54 Mbps 

24.4 Mbps 

30.5 Mbps 


Table 1 Theoretical Maximum User-Level Performance for the Various 802.11 

Systems (From: Antheros). 
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Table 1 assumes 1500-byte packets, encryption enabled, default 
802.11 MAC configurations, zero packet errors, and maximum available channel 
bandwidth (that is, operating at close range). Note that some 802.11 
implementations use tricks such as reducing backoff times between packets to 
improve throughput performance. Such tricks can result in interoperability 
problems with other vendors' systems. 

Table 1 also shows two rates for 802.11g to account for the lower 
rates in 802.11b compatibility mode. The throughput of an 802.11g WLAN 
decreases significantly in 802.11b compatibility mode because every 802.11g 
(OFDM) packet needs to be preceded by a CTS packet exchange recognizable 
by legacy 802.11b devices. With no 802.11b devices connected, an 802.11g 
network can operate in llg-only mode and should achieve the standard 
throughput of 802.11a. The current 802.11g draft standard also provides for a 
slower RTS/CTS header (instead of CTS-only) when in 802.11b compatibility 
mode, which will further reduce the 14.4 Mbps TCP/IP rate to 11.8 Mbps. 

There are therefore two choices with 802.11g networks: High rates 
comparable with those of 802.11a networks can be achieved, or have 802.11b 
compatibility. Both cannot occur concurrently. Since the key feature of 802.11g is 
backward compatibility with 802.11b, throughput tests should be done with an 
802.11b client device connected to the access point but otherwise idle. This 
setup ensures that the 802.11g network is operating in an 802.11b compatible 
mode. 

In the COASTS 2006 experiment, great care was taken to ensure 
that no .11b clients were associated with the wireless mesh. The MeshDynamics 
APs were also set to .11g only mode. These precautions ensured that the 
network operated in .11g only mode thereby enabling the network to take 
advantage of the higher Link, TCP, and UDP rates listed in Table 1. 
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b. 


The Radio Environment 


Several issues affect the way the radio signal travels from one 
device to another: 

Radio energy attenuates when it propagates. As radio waves 
propagate outwards spherically, the energy spreads over an ever-increasing 
area. In free space, doubling the distance decreases the received power by a 

factor of 4 —the so-called ^ behavior. Radio signais also attenuate when they 

r 

pass near or through objects such as floors, walls, furniture and people. The 
attenuation increases with the object's conductivity (due to metai or water 
content, for example). The combination of these two attenuation effects reduces 

radio signai strength by ^ to ^, or even ^. 

Antenna designs affect how much radio-frequency (RF) energy is 
transmitted or received and where it is directed. 

Scattering and multi-path cause fading effects. Signal strength can 
change rapidly as a function of iocation because the received signai is the sum of 
potentiaiiy numerous signals scattered from nearby objects. As the transmitter or 
other objects in the environment move, the scattered signals sometimes add 
together and sometimes cancei each other. Fading can change significantiy over 
distances of a waveiength or so (12.5cm at 2.4 GFIz and 6 cm at 5 GFIz). Fading 
aiso occurs over time as weii as iocation. Even small changes in the environment 
(for example, people or other objects moving) can affect the fading pattern. This 
means that the received signai strength can aiso change quite quickiy over time, 
even when the receiver and transmitter are fixed. 

Scattering and muiti-path results in deiay spread. The received 
signal might contain several slightly delayed copies of the transmitted signal, as 
the scattered signals travel via different physicai paths of different lengths. 
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other devices occupying the same or nearby channels cause 
interference. For example, the 2.4 GHz spectrum might be occupied by Bluetooth 
devices, microwave ovens, and cordless telephones. 

c. Frequency 

A common misconception is that free-space propagation depends 
upon frequency, so higher frequencies are assumed to propagate less well than 
lower frequencies. As a good counter example to this misconception, consider 
visible light, which is simply an ultra-high frequency electromagnetic wave that 
propagates perfectly well across large distances. 

Alternately, effects such as antenna efficiency, RF component 
performance, and absorption through and scattering around objects do depend 
upon frequency. Here are some of the frequency-dependent effects: 

Generally, antennae of the same physical size tend to become 
more directional (have higher gain in some directions and less in others) as the 
frequency increases. Advantage: 5 GHz. 

Absorption due to propagation through objects tends to increase 
with frequency. Advantage: 2.4 GHz. 

Scattering around objects might have a positive or negative effect 
on signal strength as a function of frequency, depending upon the relative sizes 
and locations of the objects. Advantage: Neutral. 

Noise and spurs generated by nearby electronics (for example, 
inside the AP or PC laptop) in addition to co-channel interference, such as 
Bluetooth devices, cordless phones and microwave ovens, will degrade 2.4 GHz 
sensitivity more than 5 GHz. Advantage: 5 GHz. 

Cable loss increases with frequency, so antenna cables (if present) 
in the AP or laptop will have more loss at high frequency, unless more expensive 
cables are used. Advantage: 2.4 GHz. 
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In more open environments, there will be little difference between 
2.4 GHz and 5 GHz propagation. For example, measurements of 2.4 GHz and 5 
GHz propagation done by WJ Communications in two indoor environments show 
little difference between 2.4 GHz and 5 GHz propagation.23 

Typically, the OFDM modes of 2.4 GHz 802.11g networks will have 
slightly less coverage than 2.4 GHz 802.11b networks. Depending upon the 
propagation environment, the coverage of 5 GHz 802.11a networks might be 
similar to, or in some cases less than, that of 802.11g networks. The differences 
between 2.4 and 5 GHz propagation are generally insignificant compared to the 
differences between one vendor's equipment and another's, however. An 
802.11a product from one vendor might have better coverage than an 802.11g 
product from another vendor. 

d. Fresnel Zone 

The concept of a Fresnel zone may be used to analyze interference 
by obstacles near the path of a radio beam. The first zone must be kept largely 
free from obstructions to avoid interfering with the radio reception. However, 
some obstruction of the Fresnel zones can often be tolerated, as a rule of thumb 
the maximum obstruction allowable is 40%, but the recommended obstruction is 
20% or less.24 This concept is depicted in Figure 20 below. 


Location A 


Figure 20 Fresnel Zone (From: www.uninett.no). 

23 WJ Communications, Inc., <http://www.watkins- 
johnson.com/pdf/techpubs/lndoor_prop_and_80211.pdf>, (3 January 2006). 

24 Wikipedia, Fresnel zone, http://en.wikipedia.org/wiki/Fresnel_zone, (11 May 2006). 

46 





In the COASTS 2006 experiment, care was taken to ensure that the 


individual nodes were kept above the fist Fresnel zone to prevent signal 
obstruction between the nodes being evaluated. 


For establishing Fresnel zones, the RF Line of Sight (RF LoS) must 


first be determined, which in simple terms is a straight line between the 
transmitting and receiving antennas. The height of the first Fresnel zone can be 
calculated by utilizing the following equation. 



r = 72.05J— 

\4f 

r = radius (ft) 

D= Distance from antenna (mi) 
f = frequency in GFIz 


Figure 21 Fresnel Zone Radius Equation (From: www.uninett.no). 

Initial tests determined that node to node spacing limits were 
approximately 1.0 mi apart. Substituting 0.5 miles for D (1/2 the distance 
between nodes) and 2.4 for f into Figure 21 above yields 16.4 feet (See Figure 
22). The antenna node heights of 16 ft (See Figure 23) were selected to place 
the antenna well above the 80% RF LoS zone. 


Fresnel Radius vs Distance (2.4 GHz) 
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Figure 22 Fresnel Radius vs Distance (2.4 GFIz). 
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Figure 23 Root Node Placement Above the First Fresnei Zone. (From: Russo). 

e. Vendor Interoperability 

Products that undergo Wi-Fi certification are certified to 
interoperate with a wide variety of vendors' products. Flowever, these tests 
mainly verify basic connectivity and do not enforce stringent throughput 
requirements. A ciient device may be abie to be connected to a different vendor's 
access point, but high throughput may not be experienced. Products that provide 
good performance (throughput, coverage, etc.) when connected to a variety of 
different vendor's devices are cieariy more desirabie. 

f. Security 

Security includes encryption and authentication. Encryption 
protects WLAN traffic from eavesdropping and other attacks such as replay or 
man-in-the-middle attacks. Authentication vaiidates the users' credentiais 
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(ensuring that the user is who they say they are) and also possibly validates the 
network's credentials (ensuring that the network is what it says it is, and not 
someone masquerading as the network). 

WLAN security standards have progressed from WEP to TKIP and 
WPA and now to AES (the Advanced Encryption Standard), with significant 
security enhancements at each stage. No matter what security standard is 
involved, the way the standard is implemented can affect the WLAN's 
performance. Specifically, some vendors implement encryption in software, 
which can dramatically reduce throughput compared to advertised rates. When 
evaluating performance, it is vital to measure throughput with encryption enabled. 

3. Measuring Throughput and Coverage 

The throughput of WLANs depends heavily on the environment, including 
the distance between the client and the access point. The throughput generally 
falls off as distance increases, but factors such as obstructions (like furniture, 
people, or walls of different construction) also have a significant effect. 
Throughput does not depend upon distance alone. It is possible to have distant 
test locations that produce higher data rates than closer locations. Moreover, the 
peak data rate measured at short distances is not the most important factor in the 
user's experience. Rather, the rate the user experiences at a variety of distances 
and locations is a very important factor. Therefore, it is critical to measure WLAN 
throughput at a variety of locations, including some far from the access point. 

WLAN environments generally fall into three categories: 

Outdoor: typically a direct line of sight between the access point and 
client. Examples include outdoor campus coverage, public areas, or even inside 
large, open buildings such as airport concourses or convention halls. 

Open office: no longer a direct line of sight between the access point and 
client, but typically at most two-to-three obstructions such as walls. Examples are 
warehouses or offices containing cubicles, lobbies and meeting areas. 
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Closed office: no direct line of sight, with many obstructions between the 
access point and the client. Examples are buildings with regular offices and many 
walls. 

Each iterative test sequence in the COASTS 2006 experiment was 
performed in an outdoor environment. Atmospheric conditions were observed 
and recorded in an attempt to model the effects of varying atmospheric 
conditions on 802.11 network performance. 

WLAN coverage differs significantly in these different environments. 
Outdoor WLANs provide the longest ranges and closed-office WLANs the 
shortest. Different construction techniques also have a significant impact on 
coverage and throughput. For instance, concrete walls attenuate signals more 
than stud walls with sheet rock. In general, the relative performance and 
throughput for different products under test should be similar across the different 
environments. So if Vendor #1's product is significantly better than Vendor #2's in 
an open-office environment, it is highly likely (although not guaranteed) that it will 
be significantly better in other environments. It is possible (although more time 
consuming) to test products across several different environments to accurately 
determine the relative performance. 

IxChariot from Ixia was used to measure the throughput the user will 
experience. Typically IxChariot is used to measure TCP throughput in megabits 
per second (Mbps) in either the uplink direction (for example, upload from the 
client to the AP) or downlink direction (for example, download from the AP to the 
client). Downlink TCP performance is the most relevant metric, since it reflects 
the most common usage such as browsing the web or downloading email. 

In the case of the COASTS 2006 meshed wireless networks, backhaul 
channel throughput was tested exclusively. 


25 Miller, 2006. 
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4. Test Setup 

The first step was to decide which antenna configurations and which 
range would be used. The naturai test configuration was to iterate antennas 
through a pre-designed range of distances. These distances were spaced .2 mi 
apart out to 1.6 miles in an array of eight sub-tests. 

An example of antenna range testing: 

Test 1: Antenna 1 at ranges 1 - 8. 

Test 2: Antenna 2 at ranges 1 - 8. 

Test 3: Antenna 3 at ranges 1 - 8. 

Test 4: Antenna 4 at ranges 1 - 8. 

Test 5: Antenna 5 at ranges 1 - 8. 

Test 6: Antenna 6 at ranges 1 - 8. 

This test procedure was carried out 6 times for each antenna configuration 
to ensure that an adequate sampie size was achieved. 

Select a channel for testing, and verify that the RF environment on the 
seiected channel is clear. Use a sniffer or ciient device to check that there are no 
access points or ad-hoc networks iocated on the same channel throughout the 
test area. For 11b and 11g, this means no overiapping channei; channels with 
number spacing of 4 or iess overiap and cause significant in-band interference. 
For exampie, 2.4 GHz channei 1 overiaps with channeis 2, 3, 4, 5, and channei 6 
overlaps with channeis 2, 3, 4, 5, 7, 8, 9 and 10. For 11a the standard 54 Mbps 
channeis do not overlap. 

Select at least eight test locations at a variety of locations and distances 
from the access point (see Figure 24). At ieast one test iocation shouid be at the 
limit of coverage. (If later it is discovered that one product under test has much 
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better coverage than initially expected, then additional, more remote, test 
locations need to be added and the earlier tests with the other equipment to be 
repeated at these new locations.) 

All wireless LANs have a limit on signals that are too strong. Some WLAN 
products may actually produce low data rates at very close ranges (for example, 
less than three feet). Therefore, the closest test points should be no less than 
five feet apart. 





Figure 24 Typical Range and Throughput Setup (From: Antheros). 

The key criterion is repeatability. For each product under test, the access 
point locations, software setup, channel used, overall environment, test 
procedure and test locations were as close to the same as possible. 
Environmental repeatability was desired within a test, however variability of the 
test environmental conditions was welcome as a portion of the COASTS 2006 
experiment was investigating the potential correlation of atmospheric conditions 
and network performance. 

At each location, a minimum of six measurements were made to attempt 
to capture the statistical variability inherent in RF propagation, and IP packet 
transmission. 
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5. 


Test Procedure 


Putting all the previous steps together, the overaii test procedure is: 

Setup test #1: Instaii the desired antenna on the mobile node. 

Go to the first test location and conduct a throughput test on 

IxChariot. 

For each iocation, record the time and distance of the mobile node from 
the root node in the IxChariot iog fiie as it is saved to the appropriate test folder 
which is iabeled with the antenna being tested. 

Repeat steps 1-3 for each test iocation. 

Repeat steps 1-4 for each antenna configuration six times. 

This is a natural point at which to discus the software package that was 
used to gather the performance of the throughput tests and iog the results. 

6. Mesh Dynamics Network Mesh Viewer 

Another useful tool used for network situational awareness was the Mesh 
Dynamics Network Mesh Viewer (NMV). Through the network interface, Mesh 
Viewer would analyze the network; gather information on aii access points that 
were active and passing data, and report wireiess signal strength in dBm, internai 
board temperatures in Celsius, and throughput in mega-bytes per second 
(Mbps). 
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Figure 25 Mesh Viewer Screen Shot (From: Lounsbury). 


B. ENVIRONMENTAL MONITORING 

In an effort to document the possible effects of atmospheric conditions on 
the performance of each of the technologies included in the COASTS 2006 
experiment, it was deemed necessary to select a weather monitoring solution 
which was weather proof, ultra portable, capable of logging a full day’s worth of 
data, and require very little power. This array of desired attributes was found in a 
COTS solution from Kestrel Meters®. 

1. Kestrel Handheld Weather Station 

The Kestrel 4000 Handheld Weather Station (see Figure 26 was the 
primary source for data collection for COASTS 2006. Each of the discreet data 
points collected included the following observations: 

• Wind Speed 

• Wind Chill 

• Air Temperature 

• Dew Point 
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• Barometric Pressure 

• Wet Bulb Temperature 

• Heat Index 

• Altitude 

• Density Aititude 

• Time of Coiiection Point 



Figure 26 Kestrel 4000 Hand held Weather Station (From: 

www.kestreimeters.com). 

The Kestrei is capable of storing 2000 summary data points (See 
Appendix D for complete list of specifications), with an onboard configurable 
collection intervai between 2 seconds and 12 hours. This internai storage 
capacity offered the experiment a very detaiied view of the subtle atmospheric 
fiuctuations experienced in each of the environments where testing was 
undertaken. 

The Kestrels were placed in three different locations at each 
experimentation iocation. A unit was mounted to the root node, another was 
mounted to a balloon payload and hoisted to 2500’ Above Ground Level (AGL) 
and the third was carried with the testing team to each endpoint testing location. 
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Another valuable attribute of the Kestrel Meter system was its ability, when 
docked in a base station, to provide a World Wide Web (WWW) servable 
webpage (see Figure 27) which provided real time observation and at-a-glance 
atmospheric trends. This added feature provided valuable real time feedback 
and a greater situational awareness to the NOG team as they were conducting 
and supervising testing and scenario operations. 



Figure 27 Kestrel Weather Station Graphical Interface (From: Miller) 

Each day that experimentation was to take place, each weather station 
was calibrated in accordance with Appendix E, and at the day’s end upon 
conclusion of testing, a member of the Data Collections team retrieved each 
station and downloaded the stored data to comma delimited files for 
incorporation into the COASTS 2006 observation data base for follow on 
analysis. 
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VI. EXPERIMENTATION AND RESULTS 


A. 802.11 MESHED NETWORK 

As discussed in Chapter V, the IX Chariot evaiuation software requires an 
endpoint ciient to conduct testing. For each iteration of the COASTS 2006 field 
experimentation program, a Windows XP configured laptop served as the 
hardware upon which this endpoint software was run. Ixia supplies several 
specific endpoints specifically designed to be installed on WAP for the very 
reason that it is impractical for each node of a network to require a dedicated 
hardware piatform to serve as the endpoint client. Ixia and MechDynamics have 
developed a client specificaiiy designed to operate on the MD4000 family of 
WAP; however, the necessary client was not available in time to be utilized in this 
experiment. Because of this, the evaluation of the WAP on the UAV surrogate in 
fiight was not possible given the payload restrictions inherent to the airframe. 

Given the payload weight restriction, and the anecdotai documentation 
that the RF energy produced by an RC Flelicopter fails into the spectrum beiow 
300 MFIz,26 weii beiow the 2.4GHz frequency that the MD4000 WAP operates 
on, WAP testing was conducted on the ground as part of the COASTS 2006 
experiment. This effort was considered valid as in each case the root and 
remote ciient access points were each raised to a height greater than that of the 
first Fresnei zone radius above the ground. This antenna height ensured that a 
minimai amount of RF ioss occurred and closeiy simuiated an airborne access 
point with regard to Fresnei zone propagation concerns. 

With this construct in mind the following results were achieved utiiizing the 
testing methodoiogy discussed in Chapter V. 


26 About Spektrum DSM Digital Spectrum Modulation. Provides unequalled RC signal 
resolution, and is immune to the most common forms of RF interference. 
<http://www.modelflight.com.au/spektrum_whyisitbetter.htm>, (9 March 2006). 
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1. 


Throughput vs. Distance Testing 


One thousand five hundred twenty data points were analyzed utiiizing a 
binning technique with bin sizes of 10 observations each. This resuited in 152 
discrete data points which foiiow a normal distribution (Figure 28). 



Figure 28 Normal Probability Plot (Throughput). 

Linear regression anaiysis was then performed to fit the foiiowing linear 

model: 

Y= 21.906-6.253X Eqn. 1.1 

Where, in Eqn. 1.1, Y represents the fitted throughput value and x is the 
dependant variabie Range. This yieided a randomly scattered plot of residuals 
signifying homoscedastic variability. 


This yielded a well fit iinear modei demonstrated by the t statistic and p- 
vaiue shown in Tabie 2. 



Coefficients 

Standard Error 

tStat 

P-vaiue 

Intercept 

22.12376193 

0.296382885 

74.64588212 

1.6202E-120 

Range.miles. 

-6.781182591 

0.553867046 

-12.24334007 

2.48097E-24 


Tabie 2 Linear Model and Model Statistics. 
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A plot of the fitted linear model and the associated upper and lower 95% 
prediction curves (Figure 29) identify both the linearity and high variability of 
dependant variable (throughput) across the range of tested distances. 


Linear Fit 

Throughput vs Range.miies. 



Figure 29 Plot of Linear Fit (Throughput vs. Range.miies.) 

The overall variability of is only partially explained in the linear model by 
the influence of range. This can be readily identified by the Multiple R Squared 
value in Table 3. 


Regression Statistics 

Multiple R 

0.706988145 

R Square 

0.499832237 

Adjusted R Square 

0.496497785 

Standard Error 

1.674010732 

Observations 

152 


Table 3 Regression Statistics 
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The 30% of variance which is unaccounted for may well be explained by 
the introduction of error through the testing process or by subtle variations in 
atmospherics.27 Radio wave propagation theory states that energy received 
from a radiating source is at least indirectly proportionate to the distance away 
from the source. The linear model suggests, as would be expected, that 
information sent along a radiated frequency is also indirectly proportionate to the 
distance between two meshed nodes of a network. 


However, the identified WAN MOP for the purposes of this experiment 
was a 10 MB through put out to 1 mi. To test whether this MOP was achieved, a 
simple hypothesis test was performed on the same set of binned data. 


n = 152 


a = .05 


X = 18.89 


(7=2.359161 


Ho<10 

H ,>10 

iu^= ju = 18.89 


_ (7 _ 2.35 _ ._. 

^ ^ VT52 

z= =46.63 


(J 

Tn 


.191 


Zo 5 = 1.64 From normal table. 


Z>1.64 so we must reject and conclude that Throughput is >10 Mb/sec. 


27 Miller, 2006. 
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B. VTOL UAV SURROGATE 


1. Construction 

The VTOL UAV surrogate was constructed in accordance with the 
manufacturer’s specifications included in Appendix F. The construction process 
was documented and observed for any key skills or tools which might be needed 
to complete the project. The following table is a summary of results obtained 
from Appendix H. 


Step 

) Description 

Time (min) 

Tech Assist 
Time 

Special Tool 
Time 

1 

Main Frame 

898 

0 

152 

2 

Motor Installation 

273 

60 

0 

3 

Tail Rotor 

231 

0 

0 

4 

Tail 

420 

84 

84 

5 

Main Rotor Head 

519 

47 

47 

6 

Avionics, Wiring and Power Installation 

499 

303 

136 

7 

RC Programming 

243 

243 

136 

8 

Axis Trims 

402 

369 

0 

9 

Flight Testing 

262 

260 

260 


Total 

3747 

1366 

815 1 


Table 4 Construction Build Times (min.). 


Table 4 indicates 36% of the build time required technical assistance out 
side of basic mechanical skills and that 22% of the time specialized tools were 
required. All of these specialized skills and tools are common to the RC 
helicopter enthusiast and would generally require a single experienced source for 
construction and operational testing of an AIED. 

2. Flight Training 

The ground up development of a UAV requires testing and development in 
a remotely controlled platform prior to the implementation of an autonomous flight 
package. Without the ability to remotely pilot the airframe, flight excursions 
common to autonomous flight package implementation would not only be 
monetarily prohibitive but would also greatly increase the development phase of 
implementation. In an environment where supply of technology related materials 
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may be limited, multiple losses of airframes would be intolerable. This need to 
control the aircraft in critical phases of flight during development is essential. 
With this fundamental assumption explained, RC helicopter flight training was 
undertaken. 

At the end of the process, over 75 simulated flight hours were logged and 
over 140 flight hours. This process spanned five months and required numerous 
parts replacements which included main blades, tail rotor drive belts and main 
transmission gears. By the end of the process of training the airframe remained 
intact but the main servos and brushless DC motor were showing signs of 
service life wear. This was evidenced by a somewhat sluggish control response 
and a lack of power margin. All this considered, the time to replace all these 
parts given a ready supply was accomplished In the span of an afternoon and 
operationally tested and adjusted within an hour. 
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VII. CONCLUSIONS AND FUTURE RESEARCH 


A. CONCLUSIONS 

1. Extension of Wireless Network Utilizing a VTOL Platform 

Given the equipment tested it has been shown that the mesh dynamics 
WAP provides a 10 MB/sec networking solution which can be implemented on a 
mini VTOL UAV platform. This platform can be used to extend wireless 
communications as well as provide a control link for associated autonomous 
flight packages utilizing TCP/IP protocols. 

2. AIED Systematic Identification 

Initial literature review signified that contemporary frequency spaces 
utilized by RC aircraft fall into a readily identifiable range of 27, 72, 75 MHz, and 
2.4 GHz. The highest range being the most cluttered space and there for most 
readily masked. A heightened use of these frequencies during daylight hours 
would be an might be an indication of RC training. 

Without an autonomous flight package, flight of an AIED would be 
restricted to line of sight operation of no more than .25 miles. For a credible 
threat to be achieved an autonomous flight equipped airframe would be 
essential. As such, the purchase of small autonomous flight hardware packages 
such as those in Figure 19 are essential for the successful deployment of a non 
line of sight AIED. This being the case, the monitoring and tracking of such 
devices would aid in the identification and possible production process of an 
AIED. 

Also identified as a critical contributing factor in AIED production, are 
experienced RC pilots with the knowledge and ability to test an airframe 
throughout the development process. Throughout the United States and in other 
countries, these individuals are, for the most part, self identifying through club 
memberships, presence on the internet, and through regional “Fly-ins.” 
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B. FUTURE RESEARCH 


While engaged in the COASTS 2006 project, it became readiiy apparent 
that a possibility might exist for interference between the frequencies generated 
by the rotating bodies and controis of an RC helo and the communication devices 
in the program. With that in mind future research should be conducted in the 
analysis of RC helo RF interference with 2.4 GHz and 5.8 GHz spectrum, to 
inciude identification of optimai Main rotor speed / MR blade length to minimize 
RF interference. 

From the beginning of the project it was apparent that helicopter fiight is 
very in efficient both in power consumption and survivabiiity should a flight 
controi excursion occur. With that in mind a comparative anaiysis of power 
requirements between mini-fixed wing UAV and mini-rotary wing UAV platforms 
given a specific payload configuration is highly recommended, the aim of which 
wouid be developing targeted implementation appropriate to each platform. 

Also, apparent after flight testing was the potentiai for logistic difficuities 
associated with UAV operations in a remote environment. Given that potential 
difficulty a logistics anaiysis of Mini-UAV piatforms to inciude crash survivabiiity 
and in field maintenance requirements might produce vaiuable insight into the 
mid to long term implementation of UAV’s in the field. 
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APPENDIX A. COASTS CONOP 2006 (01-04-06) 



Coalition Operating Area Surveillance and 
Targeting System (COASTS) 
Thailand Field Experiment (May 2006) 
Concept of Operations 

NAVAL 

POSTGRADUATE 

SCHOOL 

MONTEREV, CALIFORNIA 
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APPENDIX B. MD4000 HWMANUAL 


meffH 


Hardware Installation and Maintenance 
MD4000 Product Family 
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Terminology 





Root and Relay Nodes 

Mesh Networks provide long range connectivity by relaying packets from one mesh node to another, 
like a bucket brigade. The end of the bucket brigade terminates at the root - which connects to the 
Ethernet, (above) Relays connect to the root or other relay nodes to form a wirelessly linked chain. 

Upstream & Downstream 

Upstream implies closer to the Ethernet. The root is upstream of relay 1. 


Wireless Uplinks and Downlinks. The Ethernet link is the uplink 
(upstream link) connection for the root. The root has is a wired 
uplink. Its "backhaul" Is the wired network. 

Relays have wireless uplinks through a upstream downlink radio. 
Downlink radios act like Access Points (AP): they send out a beacon. 
Uplink radios act like clients - they do not send out a beacon. 

A wireless radio card in the laptop can inform you of the presence of 
downlinks but not of uplinks. Downlinks beacon. Uplinks do not. 

The uplink and downlink radios form a wireless backhaul path. 

AP radios operate in the 2.4GHZ band to service llb/g clients. 
802.11a wireless devices may be serviced by the 5.8G downlink. 

Thus, both 802.11a and 802.llb/g client access is supported. 

Backhaul radios operate in 5.8GHZ band to avoid interference with 
the llb/g 2.4GHZ AP radio (shown pink, right). 



To summarize, there are 4 types of "links" to Structured Mesh''^ products: 

" A wired uplink to provide Ethernet connectivity. This connects the Root node to the wired network. 

H A wireless downlink to provide wireless connectivity. Acts like an AP for the uplink. Typically 5.8G. 

0 A wireless uplink to connect to upstream mesh nodes. This Is a "client" to the downlink. Typically 5.8G. 

□ A AP radio for clients. Typically 2.4G with support for both b and g clients. 

In our standard offering, the 11a uplink, the 11a downlink and llb/g service are 3 separate radios (Rg 2.2). 


HWIG Version 0306 © 2002-2006 MeshDynamics and ACG. All rights Reserved. Proprietary Information. Patents Pending | 2 


68 
























The MD 4000 Product Family 


*llSlfefWfCS 


0 [D 

□ 


The MD4000 Modular MeshTM products support up to 4 radios In a single enclosure. 
Slots 0, 1 house one uplink and one downlink radio operating on non-interfering 
channels but in the same frequency band. They are both 2.4G or both 5.8G. radios. 


Note: This two radio backhaul differs from competing mesh products. The differences are explained 

at: www.meshdynamics.CQm/WhyStructuredMesh.html 

Slot 2 houses a 2.4G AP radio for client connectivity. 2.4G radios can be set to b. b and g or g only 
modes. Slot 3 can house a 2 ^^ downlink, 2 ^^ AP or a scanning radio for mobile mesh module - that 
form part of the meshed backhaul in dynamic Infrastructure mesh networks. 

The 2 Ethernet ports on each module may be used to interface to cameras for high resolution video 
over mesh. A 2"^ (slave) module attaches via Ethernet to provide a total of 8 radios. Operating 
temperature range is -40 to +85 Celsius. The die cast weather proof enclosure is NEMA 67 rated. 


■ 2.4G Backhaul Products (Standard Configurations) 


',0 [U 

10 

0 

0 

0 

2.4G 5.8( 

n n 

0 0 

0 

■ 0 i 

0 

r 0 

II 


MD4220 


MD4320 


MD4325 


Uplink 

Downlink 

Service 

Scanner 


1. MD4220-BBxx: 2-Radio module 2.4G uplink and downlink Backhaul (BH). . 

2. MD4320-BBBx: 3-Radio module 2.4G sectored BH slots 0,1 and 2.4G AP radio in slot 2. 

3. MD4325-BBxB: 3-Radio module 2.4G BH, Downlink also acts as AP. A 2.4G Mobility Scanner in slot 3. 


■ 5.8G Backhaul Products (Standard Configurations) 



1. MD4250-AAxx: 2-Radio module 5.8G BH uplink and downlink Backhaul (BH). 

2. MD4350-AABx: 3-Radio module 5.8G BH and 2.4G AP radio in slot 2. AP modes may be b, g, or b & g. 

3. MD4452-AABA: 4-Radio module 5.8G BH and 2.4G AP radio. Second sectored 5.8G downlink in slot 3. 

4. MD4458-AABB: 4-Radio module 5.8G BH and 2.4G AP radios (two) in slots 2, 3 for sectored service. 

5. MD4455-AABA: 4-Radio module 5.8G BH and 2.4G AP radio in slot 2. 5.8G Scanner in slot 3 


■ Notes: 

1. All 2.4G Downlinks and APs may be configured to support b only, g only, or b & g client connectivity 

2. All 5.8G Downlinks may be configured to provide 802.11a client connectivity 

3. All radios interfaces may be configured to provide IEEE 802.lie differentiated Class of Service 


HWIG Version 0306 © 2002-2006 MeshDynamics and ACG. All rights Reserved. Proprietary Information. Patents Pending | 3 


69 



















How Far Apart Should Backhaul Radios be Placed? 


VyfRmres 


For a "good signal", the fraction of the energy from the transmitter that reaches the receiver should exceed the 
receiver radio's receive sensitivity. If not, the ACK will not be sent and re-transmisslon occurs. Throughput then 
declines. The rate control software on the mesh module is sampling the link quality between its uplink and the 
parent downlink. If the throughput declines, it lowers the transmit rate, since transmit power and receive 
sensitivity improve at lower transmit rates. The throughput is thus adjusted based on signal quality. 

Degradation of signal quality over distance is expressed by the free space path loss relationship: 

Path_Loss - 20*Jog(Freq) + Decay_* 10*log(Dist) - K where 
Pdth_Joss; Path Loss in dBm 
Freq: Fxeqoency in MHZ 

Decay : Varies based on RF environment, line of sight etc. 

Dist: Distance between the two mesh nodes (in meters) 

K: Constant. 

Transmit power from the radio and antenna gains offsets this path loss. The adjusted value must then exceed the 
receiving radio receive sensitivity for transmissions to be "heard". Table A1 shows backhaul distances for a 5.8G 
radio transmitting with 20 dBm transmit power radio and over two 8 db omni-directional antennas. Acceptable 
receive sensitivity is set at - 65 dBm. Decay is varied from 2.0 (rural, open space) to 2.4 (more urban settings, 
non line of sight, occlusions, interference). Notice how range is dramatically affected by changes in Decay. 


Case 

RS fdBiri) 

TR (dBm) 

Decay 

Ant 01 

Ant 02 

Freq (MHZ) 

Dst (m) 

Dst (Ft) 

01 

65 

20 

2.0 

8 

8 

5800 

461 

1512 

02 

65 

20 

2.2 

8 

8 

5800 

264 

866 

03 

65 

20 

2.4 

8 

8 

5800 

166 

544 


Increasing antenna gain from 8 dBm to a 14 dBm panel on the downlink reduces this path loss (Table A2). 


01 

65 

20 

2.0 

14 

8 

5800 

921 

3017 

02 

65 

20 

2.2 

14 

8 

5800 

495 

1622 

03 

65 

20 

2.4 

14 

8 

5800 

295 

967 


Panels have a less dispersed beam pattern than omni-directional antennas. Their restricted field of view also 
makes them less sensitive to noise in the vicinity. In very noisy settings, more radio transmit power may be 
needed. Two downlinks doubles transmit radio power from 20 dBm to 23 dBm. (Table A3). 

Table A3 |01 | 65| 23| 2.4| 14| 8| 5800| 394| 1290| 

Range is also effectively doubled by changing from 5.8G to a 2.4G backhaul. Compare Table A4 with Table Al. 


01 

65 

20 

2.0 

8 

8 

2400 

1115 

3655 

02 

65 

20 

2.2 

8 

8 

2400 

589 

1931 

03 

65 

20 

2.4 

8 

8 

2400 

346 

1135 


Unfortunately, the 2.4G RF space is "polluted" with multiple AP and client devices. 2.4G Backhauls are best limited 
to rural areas with low subscriber density and low 2.4G RF interference. If 2.4G Backhauls are critical, reduce 2.4G 
RF interference on the backhaul with a panel antenna and its more focused beam. The 4320 3-radio 2.4G 
backhaul product is intended to be used with panels on the backhaul and an omni for the 3«* 2.4G AP radio . 

Suggestions 

In rural areas or low client density situations, use 2.4G backhauls preferably with panels to reduce RF interference 
from other 2.4G devices. In all other scenarios use 5.8G Backhauls. Start with two 8 dBm 5.8G omni-directional 
250m apart, with clear line of sight and no metal obstructions with 1.5m of the antennas. Increase node spacing 
till throughput begins to decline - look at the heart beats shown on the NMS. For noisy 5.8G environments, reduce 
path loss with panels and/or double the transmit power with dual downlinks (4452). 
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How Far Apart Should AP Radios be Placed? 




Case 

RS (dBm) 

TR (dBm) 

Decay 

Ant 01 

Ant 02 

Freq (MHZ) 

Dst (m) 

Dst (Ft) 

01 

65 

20 

2.0 

8 

8 

5800 

461 

1512 

02 

65 

20 

2.2 

8 

8 

5800 

264 

866 

03 

65 

20 

2.4 

8 

8 

5800 

166 

544 


01 

65 

20 

2.0 

8 

8 

2400 

1115 

3655 

02 

65 

20 

2.2 

8 

8 

2400 

589 

1931 

03 

65 

20 

2.4 

8 

8 

2400 

346 

1135 


Table B1 and B2 indicate that the range of the 2.4G radios backhaul will always exceed that of the 5.8G backhaul. 
The theory does not take Into consideration two salient real-world differences between backhauls and AP radios: 


1. Antennas are generally mounted on roof tops. The backhaul antennas generally have free space line of sight 
connectivity. However the antennas of the AP, also mounted on rooftops, must connect with clients on the ground. 
The path from AP antennas to the 2.4G client radios Is often not clear line of sight. Additionally, there is significant 
2.4G RF interference In urban areas. With higher decay the range is significantly reduced (Table B3). 


01 

65 

20 

2.6 

8 

8 

2400 

221 

724 

02 

65 

20 

2.8 

8 

8 

2400 

150 

492 

03 

65 

20 

3.0 

8 

8 

2400 

108 

352 


2. Clients on the same AP also can also create RF interference due to Hidden-Node effects. The AP has big ears 
(high receive sensitivity). Even though clients radios are much lower power, the AP can hear them. It also has a loud 
voice (high transmit power) so clients can hear it. But clients may not be able to hear each other such as when 
clients are on opposite ends from each other. The clients are thus "hidden". 



Radio is a shared medium: only one device should be active at any time. If clients are "hidden" from each other, 
then they could be talking at the same time, causing RF interference and loss of signal quality. Table B4 indicates 
that clients hear each other only within 100 meters .In noisy or occluded settings It could be as low as 50 meters. 


Case 

RS(dBm) 

TR (dBm) 

Decay 

Ant 01 

Ant 02 

Freq (MHZ) 

D(m) 

D(Ft) 

01 

65 

15 

2.0 

0 

0 

2400 

99 

326 

02 

65 

15 

2.2 

0 

0 

2400 

65 

214 

03 

65 

15 

2.4 

0 

0 

2400 

46 

151 


Suggestions 


If omni-directional antennas are being used, select ones with down tilt. This focuses the beam downwards - where 
the clients. This also reduces the AP range so clients are less spread apart. The hidden node effect is thus curtailed. 
For noisy /occluded environments, reduce path loss with panels and/or double transmit power with dual AP radios. 


Note: Range Calculation Sheet location: www.meshdynamlcs.com/DOWNLOADS/MDRangeCalculations.xls 
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Recommended Antenna Selection and Placement 





Figure ^.1 

0 innf-dir^ctlon 9 l anij^nnps provide pn ^ndl^butlcn of pir^ct:Jon^ arit^Ei^Sj. in 

focus FIF energy towards a recdver in thrar Nne of sight. Omnidirectional antennas as less efficient that dtrectJonal 
antennas ds distance between the rday increases. In tlie event tlie RF signal ts weak^ over long ranges^ Sector or 
Panel antennas slwuld be considered. 

When ordering omni-directional antennas for the wp/down NnkSr loolc at the down tilt and verticai beam width 
sp^lfleatians. IT tKe ralav^ m art diffanent dirffaflng an§l^ tlsen tl^ h^ms ma/ nat "canii^". 

The service radio antenna, IFomnj-dlrectnral, should have a large down If mesh nodes are mounted up high. In 
that case the beam has to travel downwards to reach cFlerit devices (e.g. laptops) on the ground. 



The up-IInk and down-link antennas operate on the same frequency band - they are either BOTH 11a or llb/g. The 
me5h soThvare allocates non-interfering channels but it is still gofld practice to keep the antennas at feast 20 cm apart 
and with verti^l s^ppr^tion. so the doughnute* don't cweda p. 

For ail antonnas, avoid placements where the open &nd of hs rbear motal poles or near pow^r transform^. Also cnwh 
dIfKtional anter^nas, should be mounted as vertkal as possible and at slmtlar heights, for best results. Mole at the 
down lilt and beam width affects permissible height variations^ based on the tar^igent of the angle times the distance. 
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Aligning Omni-directional Antennas 




Understanding the beam pattern of omni-directional antennas and the "vertical window of connectivit/' that is 
available at any given distance is important in the alignment of the antennas for the mesh backhaul, It Is especially 
important when the terrain for the mesh deployment varies in elevation, and/or the objects on which the mesh 
nodes will be mounted vary in height. 

An omni-directional antenna has a radiation pattern that looks like a horizontal disc emanating from the antenna. 
The disc gradually gets thicker as you move farther from the antenna, and the angle that describes how fast It gets 
thicker is called the "vertical beam angle". 

Given that the antennas are mounted perfectly vertical (please use a level to ensure this), there will be a vertical 
window at any given distance from a first backhaul antenna within which a second backhaul antenna will be able to 
receive signals transmitted with the full rated gain of the first antenna. 

In the diagram below, the 18 degree vertical beam angle shown corresponds to a preferred 8dBI, 5GHz omni 
antenna. One can think of this vertical pattern as two right triangles back-to-back where each has a 9 degree angle 
- one triangle facing up and one facing down relative to a horizontal line. 



Figure 7.1 


Here is how the trigonometry works for omni-directional antennas. 

The side of each triangle opposite the 9 deg angle (V-Distance) represents the height above and below horizontal 
that the antenna's radiation pattern will cover given that you are some distance away, for instance 800 ft. The 
tangent of 9 degrees is 0.158, so at an 800 ft distance, the pattern will cover a height of (800 0.158 =126 feet) 

above, as well as 126 feet below horizontal for a total vertical window of 252 feet. If however, the antenna on the 
first node is tilted only 3 degrees from vertical and tilted in the wrong direction relative to a second node, the 
vertical connection window available at the second node is now reduced to that resulting from a 6 degree angle 
giving a height of (800 * 0.105 = 84 feet) from horizontal in the direction of interest instead of 126 feet. 

As the distance between the mesh nodes grows, the vertical window enlarges. As the distance between mesh nodes 
is shortened, the vertical window shrinks. For instance, if for some reason the nodes were placed 300 ft apart, the 
connectivity window would be (300 ^ 0.158 = 47) feet above and 47 feet below. Basically, the further apart the 
nodes are, the less sensitive they are to the relative height of the nodes. 
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Suggested Check List 


mesA 



Figure 8.1 

A. Windows 98 or better laptop witii PCMCIA card afid Bhernel Peiirt Access. 

T^fwrorit^ dlsaWe firewalfe on the laptop If yoy irrtend to configure tfw nodes with the NMS 

e. a0i2-Ll a/b/g card. Modd Sliowii: SHC 2334 W'AOG. PJeeled for any- rernote diagncNStie. 

C. N-Hale to N-Hafe Bame! Adaptor. Weeded to tenf^pofardy mount Antennas on Structured Me^™ Module 

D. N“Male to N^Male knv loss Cabling. Cannes Antennas (Er Fjto N-Femab Connectors on ModiJe 

e, Dofwnlink arnl: uplrfnk Aiiteni?i». Tm required. For Backhaut Typically lla {5JG), Fiji range. 

5.8Ctii OmriM-tllrectional vvww,Superpa5S.CQriVSPDJ60.btn^ , www.Superpas5.G0nVSPDJ6OP.hbml 

5.®Ghz Sectored BH wvvw.Superpass.com/SP1^J19.hftrnl 

2.^hl Sectored BH www.siJ|jerpa!55,corTVSPLQ22,hlrTil 

F. S^iC^ f<ir to cHe-lt laptCap^}. Ty|jk;ally l|b/q 

Z.IGhc Omnl-Elirectionfil: vvvwVpSy peiT3as.CQiiV5PtXB140:.htr^ i www .Supeipass. corp/SPOT IMP .titml 

G. PffwerOwer Ethernet (POE) Injector. 

Input Vbitage iiOv, Output 24VOC on Pins 4,S of Ith^et ftJ45 Connsctar. 

Not Included with modules but may be purcitased separately from Meslidynamics. 

H. RJ45 Ethernet Cables. Two needed. One connects to the wired networkj the other to the node. 


Motes: 

L Items Ef relaties to a typical 3-Radio Mes-h Module: l ie upHnk/dcwnttand uh/g service. 

If the uplink and dciwnlitfik or service radio types^setllngs change^ please change arlennas; accordingly 
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Connecting the Downlink Antennas to the Module 


l5/ 


fD«Sft 




Note: Units buHt after August 2005 have conrtections on 
the itiodule e& shown in figures 9,2 



iiowt WO43S0 hMi<^ 

»I7CE««1A 


ExampEe: 0805 Is the MMVY daEe of ma rwjfaclure. 

If ibere is 00 numher on four sticker, thien u plink; and 
downlink connectitwis n&ver^ed. But switching them, 
also requires opening the module and placing the radios 
in different mlni-PCl sbtSr as desorihed later 

Switching to the current coiwentlon is advised, but does 
fiot &fliect performanrce erf the unit. Reversing the uplink 
and downlink emteninas may require antenna alignmenls. 


Anrefiftd for t/fuslfjtk?f7 Purposes Onfyn 
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Bringing up a ROOT Node 


ViifRinfes 


T1/T3/CABLE MODEM (V/AN) FIREWALL 



1. Mount the Antennas as shown on on the previous page. 

2. Connect a cable from the switch to the POE injector (above). 

3. Verify internet connectivity on the cable to be plugged into the unit. 

4. Power up the POE Injector. The LED on the POE will light up. 

5. Now connect the Ethernet cable (with power) to the Module. 

6. The internal fan should start and is audible, if you put your ear to the box. 

7. Insert the lla/b/g radio card and bring up the Wireless Card utility. 

8. Rrewalls should be disabled If you wish see the Heartbeats on the NMS. 

9. The wireless card utility will show two APs named MESH_INIT and the last numbers of the MAC ID of the 
radio, for identification purposes. These are the downlink radio and service radio AP of the root node. 

Note: On power up the node first senses if there is an Ethernet link on the first Ethernet port. If it senses one, 
it configures Itself as a root node. If no Ethernet link Is sensed, the node assumes It is a relay. Its uplink radio 
then searches for other mesh node downlinks to connect to. It first searches for a root node, falling which It 
searches for a relay node that has established a chained link back to a root node. If there are multiple relay 
node candidates, It will connect to the relay that provides the best service, based on test packet transmissions. 

10. If the Ethernet cables are "good" then the Ethernet will be sensed and the MESH_INIT_XX will change to 
Structured Mesh (below). If It does not, check the Ethernet cables and connectivity back to the switch. 



N4MiO(k. 

SSIO 


1 WEP 

>«Ml 1 

DwimI 

BSSIO 







00:I2:CE 


Slruclu«dM«sh 




1 

mzct 


In the image above, one "AP" is on the 5.8GHZ backhaul frequency band (802.11a). This is the root 
downlink radio. The other radio Is the 2.4GHZ AP client service on 802.11b/g. Connect the lla/b/g radio 
card to both radios to verify wireless connectivity on both 802.11a and 802.11b/g 
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Bringing up a RELAY Node 


'V^mies 


1. Mount the Antennas as shown on Rgure 10.1. Power up the POE Injector. The LED will light up. Power up the 
Module. The fan should start and be audible. 4. Bring up the lla/b/g Wireless Card utility on the laptop. 


2. The wireless card utility will show two APs named MESHJNIT and the numbers of the MAC ID of the radio. 
These are the downlink radio and service radio AP. In general, the downlink radios searches for other mesh nodes 
to connect to. The Service AP also radio scans to select the best non-interfering channels. 



3. The relay node "scans" until It finds another node (root or upstream relay) to form a backhaul path. If 
successful, the MESHJNIT SSID changes to StructuredMesh in 1-2 minutes. If the NMS is running (see NMS 
User Guide for details), then the ROOT and RELAY nodes should show up based on heart beats sent by nodes. 


4. If the radio does not change from MESH_INrT then check to see If the a/b/g wireless radio card can "see" a 
potential parent downlink to connect to. The radio card utility must show at least one 11a downlink (below) 


f- 

I ▲▲ 


Figure 11.2 


S%vo«ur«dM««h 

Slrucfur«dM«ih 



I WtP 



Laptop Radio Card should show ROOT Downlink 
near Relay Node Uplink Antenna location 


If the relay uplink antenna cannot ''see" a parent downlink, it cannot "connect" to it! Check if: 


• The antenna placement for the uplink and downlink on all nodes are as shown in Fig 9.1 

• The node uplink antenna is of the right type for the backhaul frequency band 

• The parent downlink antenna Is of the right type for the backhaul frequency band 

• The antennas connections for uplink, downlink and service are as described earlier 

• The relay uplink and parent downlink antennas are approximately at the same height 

• The relay uplink and parent downlink antennas are both aligned to the vertical 

• There are no obstructions between the two antennas (clear line of sight) 

• There are no high voltage or other RF interference sources near the relay 

• The antennas are not within 1 meter (3 feet) of any metal structures 

• If unit was field upgraded: check If pigtails are firmly connected to the radios. 

• If unit was field upgraded: check if pigtails are not damaged, using an ohm meter. 
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Troubleshooting Basics 




These frequently asked questions were compiled by our Tech Support. 

Please contact your applications engineer If you have questions not addressed here. 

Q. Can the NMS be running in the field over a wireless connection? 

A. Yes, connect your radio card to the SSID of either the downlink or service radios to receive node heartbeats 

Q. The Root Node does not show on the NMS. 

A. There could be many reasons for this: Rrst the "Root" did not detect the Ethernet connection from the switch 
and therefore configured itself as a relay, in search of a root. Replace the Ethernet cables and reboot the node. 
The second possibility is that the root node is Indeed "up" (as seen by a radio card, Rg 11.2) but the heart beats 
to the NMS are being blocked by a firewall on the computer. 


Q. The Relay Node does not show on the NMS. 

A. The Relay node uplink radio has to "hear'" the Root node downlink radio. The beams from the antennas have 
to Intersect each other. The heartbeats show signal strength and transmit rate from parent to child node. Set the 
heartbeat rate for the relay to 1 sec. Align the relay antenna based on the changes to the signal strength shown 
by the heartbeats Repeat the steps above with the Root Node - setting its heart beat to 1 second also. 


Note : Rotate omni directional antennas during alignment. 
Sometimes the "wire" is not well aligned inside the tubing. 





i::. n. 

1 

1 sec. Heartbeat Updates For Alignment 


Q. The laptop connects to the node but the signal strength is weak. 

A. Recall that the factory default SSID setting for both 802.11a downlinks and 802.11b service radios is the same: 
Structured Mesh. Your computer may not be connecting to the nearest radio. Change the SSID on the radios: e.g. 
Relay80211A, Relay802.11b, connect to the radio of Interest and then check signal strength. 


Q. The laptop connects to the node but range is less than expected. 

A. The 2.4Ghz service radio supports 3 modes: 802.11b only, b and g, g only. 802.llg provide more bandwidth, 
than 802.11b but at the cost of range. Change the settings from the NMS to b only, if more range is needed. Also 
the radio power settings slider bar should be at 100%. 



Q. The Root and Relay work well at short distances but not as the distance is increased. 

A. The most common cause is poor antenna alignment. The signal is weaker at longer distances and the effect of 
misalignment more pronounced (above). Check cables, radio pigtails also, in case of field upgrades. 

Q. The overall throughput is poor, despite a good signal strength between backhaul radios. 

A. Bandwidth reduces with retries. Retries occur when packets are not correctly received. This could be due to 
external RF Interferences. Move the antennas to another location or change the channels manually to see If that 
helps. For long range (beyond IEEE 802.11 default settings) change ACK timing for both downlink and uplink. 

If your question is not addressed above piease do email us at techsupport@meshdynamics.com 
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Adding or Changing Radios 




Under normal circumstances, there should be no reason to open the module. This page addresses cases 
where lower power radios are being replaced with higher power units or a 4rth radio is added (see C,D below). 



UPLINK m DOWNLINK 
RADIO 11a ■ RADIO 11a 


iVrfu-n 


DOWNLINK 

ANTENNA 


iL- 

This end Ethernet Ports 

Rgure 13.1 


Radios are replaced when radio output power has to 
be increased (for more range) or when a 4^ radio is 
added for mesh node mobility- the scanning radio. 

A. Replacing Uplink and Downlink Radios 

1. Remove all power and wait for 10 seconds. 

2. Release any static before opening the box 

3. Remove the upper lid from the box 

4. Disconnect the pigtails by applying low pressure 

5. Replace radios. Locations shown on left. 

6. Snap in pigtail connections 

7. Attempt to pull off the pigtail, it should be secure. 

8. Re-fasten the upper lid. 


B. Replacing the Service Radio 



Rgure 13.2 


1. Remove all power and wait for 10 seconds. 

2. Release any static before opening the box 

3. Remove the upper lid from the box 

4. Remove pigtails for the uplink and downlinks 

5. Remove the 4 screws holding down the board 

6. Turn the board over, (as shown left) 

Ver/fy that Ethernet ports are on the Bottom Right. 

7. Disconnect the pigtails by applying low pressure 

8. Replace radios. Locations shown on left 

9. Snap in pigtail connections 

10. Attempt to pull off the pigtail, it should be secure, 

11. Screw the board back.. 

12. Snap back the pigtails for the backhaul radios. 

13. Re-fasten the upper lid 


C. Adding a 4rth Radio for Mesh Mobility 

Refer to Section B above and Rgure on left. 

D. Adding a 4rth Radio for 2 Downlinks 

Refer to Section B above and Figure on left. 
Assumes sectored Antennas being used. 
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Adding Diversity Antennas 


fD«Sft 


Jn wHons v^here tlie uplirtk''rfowNhnk v^tess corniectfv^ty adding a dtver^ly anierina hetp ^ 


DOWNLCWK 

DIVERSm 



This ertd Etherriet Ports 


Rgure 14.1 


Addbn^ Diversity Downlink for Roo£ Nodes 

Rsr mot netdesj adding a diverslliy downlink antennas 
Improves tfie baddiaufl link to relay nodes. Tlie 4rlh N- 
F^male cormert-er, tf unused, may be used to fchis 
purpose {teft}. 



UPIJNK 

DIVEPSFTV 


UPUNK 

ArfTENnft. 


Tills end Etfiemet Porte 


Adding a Diversity Uplink for Relay Nodes 

For relay nodeSn adding a ctiveffSHty uplink antenna 
Improves biackbjul link to upstream nodes. TTbe 4rt^ 
N-Female conneclef, tf unused^ may be jsed to this 
purpose [left]. 


Rgure 14.2 
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APPENDIX C. METHODOLOGY TESTING WLAN CHARIOT 
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Introduction 


Whether you want to evaluate the performance of wireless LANs (WLANs) in an informal way or 
through precise benchmarking procedures, the first step is to understand the factors involved. 

The ease of setting up and using WLANs makes it easy to overlook many crucial factors and their 
resulting performance variations. These performance variations can be extreme, however, and 
they make all the difference in the cost, security and viability of a wireless network. 

This white paper describes the factors that affect a WLAN's throughput and coverage, then 
provides a detailed methodology using NetIQ’s Chariot test tool for those who want to benchmark 
throughput and coverage in a disciplined way. 


An Overview of Throughput and Coverage Factors 

A WLAN generally consists of an access point (AP) that connects to a wired network and 
remote devices (client) that connect to the access point through wireless (radio) links. Throughput 
is defined as the speed with which a user can send and receive data between a remote device 
and the access point. Throughput varies across the WLAN's coverage area. This section profiles 
the main factors that determine WLAN throughput and coverage. 

1.802.11 Protocol —The IEEE 802.11 standard defines various physical-layer rates for different 
types of WLANs, such as 1, 2, 5.5 and 11 Mbps for 802.11b and 802.11g. Rates for 802.11a and 
802.11g include 6, 9, 12, 18, 24, 36, 48 and 54 Mbps. The user throughput is less than these link 
rates for several reasons: 

• Each packet includes additional data, such as preambles, headers (MAC, IP, TCP, etc.) 
and checksums. 

• When every directed (unicast) packet is received, the receiver transmits a short 
acknowledge packet back to the sender 

• Transmitters wait for short random times between packets to allow other users to contend 
for and share the channel. 

Given these reasons, the theoretical maximum user-level performance for the various 802 11 
systems is: 



Number 

of 

Channels 

Modulation 

Maximum 
Link Rate 

Maximum 
TCP Rate 

Maximum 
UDP Rate 

802.11b 

3 

CCK 

11 Mbps 

5.9 Mbps 

7.1 Mbps 

802.11g (with 11b) 

3 

OFDM/CCK 

54 Mbps 

14.4 Mbps 

19.5 Mbps 

802 11g (llg-only 
mode) 

3 

OFDM/CCK 

54 Mbps 

24.4 Mbps 

30.5 Mbps 

802.11a 

19 

OFDM 

54 Mbps 

24.4 Mbps 

30.5 Mbps 

802.11a TURBO 

6 

OFDM 

108 Mbps 

42.9 Mbps 

54.8 Mbps 


Table 1-1 assumes 15QO-byte packets, encryption enabled, default 802 11 MAC configurations, 
zero packet errors, and maximum available channel bandwidth (that is, operating at close range). 
Note that some 802.11 implementations use tricks such as reducing backoff times between 
packets to improve throughput performance. Such tricks can result in interoperability problems 
with other vendors' systems. 
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Table 1-1 also shows two rates for 802.11 g to account for the lower rates in 802.11 b compatibility 
mode. The throughput of an 802.11 g WLAIM decreases significantly In 802.11b compatibility 
mode because every 802.11 g (OFDM) packet needs to be preceded by a CTS packet exchange 
recognizable by legacy 602 11 b devices With no 802 11 b devices connected, an 802 11g 
network can operate in llg-only mode and should achieve the standard throughput of 802.11 a. 
The current 802.11g draft standard also provides for a slower RTS/CTS header (instead of CTS- 
only) when in 802.11 b compatibility mode, which will further reduce the 14.4 Mbps TCP/IP rate to 
11.8 Mbps 

You therefore have two choices with 802.11g networks; You can achieve high rates comparable 
with those of 802.11a networks. Or you can get 802.11 b compatibility. You cannot have both at 
the same time. 

Since the key feature of 802.11g is backward compatibility with 802.11b, throughput tests 
should be done with an 802.11b client device connected to the access point but otherwise 
idle. This setup ensures that the 802.11g network is operating in an 802.11 b compatible mode. 

2. The radio environment —Several issues affect the way the radio signal travels from one 
device to another: 

• Radio energy attenuates when it propagates. As radio waves propagate outwards 
spherically, the energy spreads over an ever-increasing area. In free space, doubling the 
distance decreases the received power by a factor of 4—the so-called 1/r2 behavior. 
Radio signals also attenuate when they pass near or through objects such as floors, 
walls, furniture and people. The attenuation increases with the object's conductivity (due 
to metal or water content, for example). The combination of these two attenuation effects 
reduces radio signal strength by 1/r3 to 1/r4, or even 1/r5. In other words, each time you 
double the distance, the received power might decrease by 8 to 16 times. 

• Antenna designs affect how much radio-frequency (RF) energy is transmitted or received 
and where it is directed. 

• Scattering and multi-path cause fading effects. Signal strength can change rapidly as a 
function of location because the received signal is the sum of potentially numerous 
signals scattered from nearby objects. As the transmitter or other objects in the 
environment move, the scattered signals sometimes add together and sometimes cancel 
each other. Fading can change significantly over distances of a wavelength or so 

(12.5cm at 2.4 GHz and 6 cm at 5 GHz). Fading also occurs over time as well as 
location. Even small changes in the environment (for example, people or other objects 
moving) can affect the fading pattern. This means that the received signal strength can 
also change quite quickly over time, even when the receiver and transmitter are fixed. 

• Scattering and multi-path results in delay spread. The received signal might contain 
several slightly delayed copies of the transmitted signal, as the scattered signals travel 
via different physical paths of different lengths. 

• Other devices occupying the same or nearby channels cause interference. For example, 
the 2.4 GHz spectrum might be occupied by Bluetooth devices, microwave ovens, and 
cordless telephones. 


3. Frequency— A common misconception is that free-space propagation depends upon 
frequency, so higher frequencies are assumed to propagate less well than lower frequencies. 

As a good counter example to this misconception, consider visible light, which is simply an ultra- 
high frequency electromagnetic wave that propagates perfectly well across large distances. 
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On the other hand, effects such as antenna efficiency, RF component performance, and 
absorption through and scattering around objects do depend upon frequency. Here are some of 
the frequency-dependent effects: 

• Generally, antennae of the same physical size tend to become more directional (have 
higher gain in some directions and less in others) as the frequency increases. Advantage: 
5 GHz. 

• Absorption due to propagation through objects tends to increase with frequency. 
Advantage: 2.4 GHz. 

• Scattering around objects might have a positive or negative effect on signal strength as a 
function of frequency, depending upon the relative sizes and locations of the objects. 
Advantage: Neutral. 

• Noise and spurs generated by nearby electronics (for example, inside the AP or PC 
laptop) in addition to co-channel interference, such as Bluetooth devices, cordless 
phones and microwave ovens, will degrade 2.4 GHz sensitivity more than 5 GHz. 
Advantage: 5 GHz. 

• Cable loss increases with frequency, so antenna cables (if present) in the AP or laptop 
will have more loss at high frequency, unless more expensive cables are used. 
Advantage: 2.4 GHz. 

In more open environments, there will be little difference between 2.4 GHz and 5 GHz 
propagation. For example, measurements of 2.4 GHz and 5 GHz propagation done by WJ 
Communications in two indoor environments show little difference between 2.4 GHz and 5 GHz 
propagation See the full paper at 

http:/Avww. watkins-johnson.com/pdf/techpubs/lndoor_prcip_and_8G211. pdf 

Typically, the OFDM modes of 2.4 GHz 802.11g networks will have slightly less coverage than 
2.4 GHz 802.11b networks. Depending upon the propagation environment, the coverage of 5 
GHz 802.11a networks might be similar to, or In some cases less than, that of 802.11g networks. 
The differences between 2.4 and 5 GHz propagation are generally insignificant compared to the 
differences between one vendor's equipment and another's, however. An 802.11a product from 
one vendor might have better coverage than an 802.11 g product from another vendor. 

4. The vender equipment design —Equipment from different vendors exhibit significantly 
different performance due to architecture, design, manufacturing and software variations, as well 
as proprietary features and enhancements. 

5. Vendor interoperability —Products that undergo Wi-Fi certification are certified to interoperate 
with a wide variety of vendors' products. However, these tests mainly verify basic connectivity 
and do not enforce stringent throughput requirements You might be able to connect a client 
device to a different vendor's access point, but you might not be getting very high throughput. 
Products that provide good performance (throughput, coverage, etc.) when connected to a variety 
of different vendor's devices are clearly more desirable. 

6. Security— Security includes encryption and authentication. Encryption protects WLAN traffic 
from eavesdropping and other attacks such as replay or man-in-the-middle attacks. 

Authentication validates the users' credentials (ensuring that the user is who they say they are) 
and also possibly validates the network's credentials (ensuring that the network is what it says it 
is, and not someone masquerading as the network). 
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WLAN security standards have progressed from WEP to TKIP and WPA and now to AES (the 
Advanced Encryption Standard), with significant security enhancements at each stage. No matter 
what security standard is involved, the way the standard is implemented can affect the WLAN's 
performance. Specifically, some vendors implement encryption in software, which can 
dramatically reduce throughput compared to advertised rates. When evaluating performance, it is 
vital to measure throughput with encryption enabled. For more details, see 
http://www.atheros.com/pt/atheros_wlansecurity. pdf. 


Measuring Throughput and Coverage 

The throughput of WLANs depends heavily on the environment, including the distance between 
the client and the access point. The throughput generally falls off as distance increases, but 
factors such as obstructions (like furniture, people, or walls of different construction) also have a 
significant effect. Throughput does not depend upon distance alone. It is possible to have distant 
test locations that produce higher data rates than closer locations. Moreover, the peak data rate 
measured at short distances is not the most important factor in the user's experience. Rather, the 
rate the user experiences at a variety of distances and locations is a very important factor. 
Therefore, it is critical to measure WLAN throughput at a variety of locations, including some far 
from the access point. 

WLAN environments generally fall into three categories: 

• Outdoor: typically a direct line of sight between the access point and client. Examples 
include outdoor campus coverage, public areas, or even inside large, open buildings 
such as airport concourses or convention halls. 

• Open office: no longer a direct line of sight between the access point and client, but 
typically at most two-to-three obstructions such as walls. Examples are warehouses or 
offices containing cubicles, lobbies and meeting areas. 

• Closed office: no direct line of sight, with many obstructions between the access point 
and the client. Examples are buildings with regular offices and many walls. 


WLAN coverage differs significantly in these different environments. Outdoor WLANs provide the 
longest ranges and closed-office WLANs the shortest. Different construction techniques also 
have a significant impact on coverage and throughput. For instance, concrete walls attenuate 
signals more than stud walls with sheet rock. In general, the relative performance and throughput 
for different products under test should be similar across the different environments. So if Vendor 
#Ts product is significantly better than Vendor #2's in an open-office environment, it is highly 
likely (although not guaranteed) that it will be significantly better in other environments. It is 
possible (although more time consuming) to test products across several different environments 
to accurately determine the relative performance. 

Chariot from NetlQ can be used to measure the throughput the user will experience. Typically 
Chariot is used to measure TCP throughput in megabits per second (Mbps) in either the uplink 
direction (for example, upload from the client to the AP) or downlink direction (for example, 
download from the AP to the client). Downlink TCP performance is the most relevant metric, since 
it reflects the most common usage such as browsing the web or downloading email. 

Some applications like video streaming use a simpler protocol called UDP or RTP. Generally, 
UDP performance numbers will be 15-20 percent higher than TCP performance numbers 
because there is less protocol overhead associated with UDP. 
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Refer to Appendix A for details on test setup. 

Test Setup 

The first step is to decide which products will be tested and which access points will be tested 
with which client cards. The natural test configuration is to pair the access point and client from 
the same vendor. However, it is also important to assess how well a client card performs with 
other vendor's access points, since many users will use their client devices in many different 
networks. 

An example of test configurations with natural pairing: 

• Test 1: Vendor 1 access point with Vendor 1 client. 

• Test 2: Vendor 2 access point with Vendor 2 client. 

• Test 3: Vendor 3 access point with Vendor 3 client. 

An example of test configurations where just client devices are being tested against a 3rdparty 
access point: 

• Test 1: Vendor 4 access point with Vendor 1 client. 

• Test 2: Vendor 4 access point with Vendor 2 client. 

• Test 3: Vendor 4 access point with Vendor 3 client. 

An example of test configurations where interoperability is being tested: 

• Test 1: Vendor 1 access point with Vendor 1 client. 

• Test 2: Vendor 1 access point with Vendor 2 client. 

• Test 3: Vendor 2 access point with Vendor 1 client. 

• Test 4: Vendor 2 access point with Vendor 2 client. 


The second step in designing the test procedure is to choose a set of test locations: 

Select a test location for the access point. Ideally the access point should be located high above 
the floor and away from immediate obstructions. Most importantly, use exactly the same access 
point location for each product tested. 

• Select a channel for testing, and verify that the RF environment on the selected channel 
is clear. Use a sniffer or client device to check that there are no access points or ad-hoc 
networks located on the same channel throughout the test area. For 11 b and 11 g, this 
means no overlapping channel; channels with number spacing of 4 or less overlap and 
cause significant in-band interference. For example, 2.4 GHz channel 1 overlaps with 
channels 2, 3, 4, 5, and channel 6 overlaps with channels 2, 3, 4, 5, 7, 8, 9 and 10. For 

1 la the standard 54 Mbps channels do not overlap. 

• Select at least eight test locations at a variety of locations and distances from the access 
point (see Figure 1 -1). At least one test location should be at the limit of coverage. (If you 
later discover that one product under test has much better coverage than initially 
expected, then additional, more remote, test locations need to be added and the earlier 
tests with the other equipment to be repeated at these new locations.) 

• All wireless LANs have a limit on signals that are too strong. Some WLAN products may 
actually produce low data rates at very close ranges (for example, less than 3 feet). 
Therefore, the closest test points should be no less than 5 feet apart. 
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The key criterion is repeatability. For each product under test, the access point locations, 
software setup, channel used, overall environment, test procedure and test locations should be 
the same. Environmental repeatability is generally improved if the tests are done backto- back, for 
example, over as short an elapsed time as possible. 



Location 1 


Location 2 


Figure 1-1. Typical Rang^ and Throughput Setup 

At each location, make a minimum of three measurements so you can average-out some ofthe 
local radio fading effects by repeating a measurement with a small shift in the test laptop's 
location. This strategy improves the test's repeatability and makes the results less prone to 
"lucky" or"unlucky" measurements each time the test is repeated. 

Thus, at each test location, repeat at least three times: 

• Measure the downlink and uplink TCP (and optionally UDP) throughput. 

• Displace the test laptop by about one wavelength (that is, between 1 2.5 cm at 2.4 GHz 
and 6 cm at 5 GHz) and repeat. Alternatively (or additionally), rotate the laptop by 45 
degrees or more. 

As different products are tested, use the identical procedure (test setup, software, locations and 
displacements or rotations). 


Test Procedure 

Putting all the previous steps together, the overall test procedure is:| 

1. Setup test #1: Install the access point from Vendor #1, and client card #1. 
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2. Go to the first test location and make at least three measurements, moving the location 
and/or orientation of the laptop slightly between measurements. 

3. For each location, record the throughput (TCP downlink, TCP uplink, and optionally UDP 
downlink and uplink) for each run. Record the test locations on a floorplan. 

4. Repeat steps 2-3 for each test location. 

5. Repeat steps 1 -4 for each different equipment configuration. 

Performance Metric 

A combined metric, or score, of throughput and coverage can be computed from the 
measurements. Both high throughputs and large coverage areas are desirable. 

The metric should be proportional to the measured throughput. For example, if one product 
produced exactly twice the throughput at each location compared to a second product, its metric 
is twice as large. 

The metric should also be proportional to the coverage area. For example, if one product 
provides, say, 10 Mbps over a certain area (and no connection outside this area), while a second 
product provides 10 Mbps over twice the area (and no connection outside), then the score of the 
second product is twice the first. 

To compute this metric, compute the average throughput of the three (or more) measurements at 
each test location. Also, compute or measure the straight-line distance in meters from each test 
location to the access point. 

The performance metric is the sum over locations of the throughput Mbps[i) multiplied by the ring 
area over which that throughput is achieved; 


Performance Metric = }0^ < ^ A^hps (j) (/) — (/ — 1)| 


n is the number of locations at which measurements were made. The range r(i) is squared 
because area is proportional to the square of the distance The normalization factor 0 001 is 
included to make the end figures more tractable The area of the previous range r(i-1) is 
subtracted from the current range to obtain the ring area As a rule, r(0) is the origin and has zero 
value. 



AP1 AP2 

Figure 1-2. Same Throughput Over Different Coverage Radii. 
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Appendix A: Chariot Test Setup 


A common step that should precede any of the steps outlined below is a wired throughput check. 
A crossover Ethernet cable should be used to connect the server PC and the laptop being used 
for range testing. In this way, the performance of the peripheral busses on the PCs, as well as the 
functionality of the test programs, can be verified. A 100-Mbps Ethernet connection should 
register TCP throughput of 85-90 Mbps in this configuration. Verification of this increases the 
confidence that the performance of the wireless link is not affected by host hardware issues. 

Furthermore, the server PC should reside on an independent subnet or network from the 
corporate network. This ensures that the server PC-to-AP connection is not affected by traffic 
outside of the test setup. 

Chariot can then be used to measure the throughput that can be expected by the user of the 
wireless network. Through the use of application scripts, Chariot generates network traffic and 
measures performance metrics such as throughput and response time across a range of 
protocols, including TCP, UDP, RTF, and IPX 

Chariot generates traffic using skinny software agents called Performance Endpoints Therefore, 
setup of the Chariot test environment requires the installation of an Endpoint at the server and the 
client. The Chariot console should also be installed on the client to control the test and to collect 
and display the results. NetIQ's Performance Endpoints can be downloaded from 
http:/Avww.rtstiiq.com/support/pe/pe.asp. Once the Endpoints have been installed, only the IP 
addresses of the Endpoirits need to be entered into the Chariot environment for test runs to 
begin. 

Chariot ships with default test scripts denoted by the .scr suffix They serve as the starting blocks 
with which to build customized test scripts. In particular, the scripts Filercvl scr and Filesndl.scr 
are useful for testing sustained throughput perforrnance with large amounts of data transfer. 

One of the key features of Chariot is the ability to view the time series of the measurement 
parameter under consideration. An example screen shot capturing throughput perfonmance is 
shown in Figure 1-4. 






Fijjure 1-4. NellQ Chariirt Throughput Test 
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In your testing, you will likety want to compare different wineiess technologies or the throughput 
achievect between different combinations of clients and access devices. The Compare Test 
feature in Chariot (see Figure 1-5) makes compalsons simple and straightforward 
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Figure 1-S Compftri.^on of multiple Chariot test results 


For more information about Chariot, or to request an evaluation, go to 
htlp;//Wwwnetiiq com/proclucts/chr/or contact your local NetiQ reseller 
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NOTE: This document may be updated periodically. Rease check the Atheros or NetlQ web sites 
for the latest version. 


Atheros Communications Incorporated 

529 AI manor Avenue 
Sunnyvale, CA 9^0B6 
408-773-520Q 
408-773-9940 fax 
www.atheros.com 


NetlQ Corporation 
3553 North First Street 
San Jose, CA 95134 
713-548-1700 
713-548-1771 fax 


www.netiq.com 


Subject to Change without Notice 

The information in this document has been carefully reviewed and is believed to be accurate. 
Nonetheless, this document is subject to change without notice. Atheros and NetlQ assume no 
responsibility for any inaccuracies that may be contained in this document, and makes no 
commitment to update or to keep current the contained information, or to notify a person or 
organization of any updates. Atheros and NetlQ reserve the right to make changes, at any time, 
in order to improve reliability, function or design and to attempt to supply the best product 
possible. 

Atheros and the Atheros logo are registered trademarks of Atheros Communication, Inc. All other 
trademarks mentioned in this document are the property of their respective owners. 

Chariot, NetlQ, and the NetlQ logo are trademarks or registered trademarks of NetlQ Corporation 
or its subsidiaries in the United States and other jurisdictions. 

All other company and product names mentioned are used only for identification purposes and 
may be trademarks or registered trademarks of their respective companies. 
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APPENDIX E. KESTRAL4000-V.4.10 
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HlikFMao/Jlifif ' dlEplayi ft l/IInlrTiuinFMailmirTiFAnfaM ttadtngE frwn Etortd daC* 

Chail - diipitxh I igildbAtlt cAptitoftFliM tf h Mdb itotad dAM (Htott tot *Ah- ftihftntUT 

iKlUHitot «Ah d( ftto KrHdt ttt UtoWP «l ft bnt ttAfiA. Um ft -I inf P bEiltoto to !»«« ftnugh ft wfti Mode* 

to addition to Itwaa UoauramHtli amt Uodai, ftfa jia- alw J. Uiw Smana, wtricb atanultinaoiBly duiw 3 cutranl maBUMBiriBiibi 
page! J and ! I fei mote adiFmabiink *d ft Dato £ Unw SetEEb. wtildi ft cimeiH dato and Ift 



PtBEi ft — bumin IQ rwLni n ft Chan: 




Functions 


VMfMiftai 

the KEalrtI aEHKFfti ftaa Viai Icrtenl wiKhtan bt cuatomiad to ditpligr tAtiea tuirtnl •nrtnirtftnCi 
dmaunwMtiy. l?a* t*W ' i ^ mm toi-iigcticnrH 
Mtodftii«vg tof WhI and Wind CliHI 
ft MniMidAtg^MA! ha wm JpMdindVfkKl OH at* mtaataad bdapartlanily ft Ewi*d aivl ifttAtd dad. Whl* dawng 
ft MttVMoi/A'ra to-nw btr Elftt Wind S|i«d hr Wind Chllt pteti. ft h budon aftn ft tonn d-tpiatn "-avtugi' 1p begin 
ijdlKth0 Elau W liD0 ftiimeftaila, ftH ft — bulton «fti1 ft itnen i^KilAeE '-atop' to nsp fPlItiUng dtta And Md- ft 
AhaetHto ftdnelaf. naaa ft — h^an aftii ft'iafaari'dlt@la]ri'-al»*r''tbdi(Aa ft dad. TttiE touan* Hill wort-dmidtanadudy 
lt« tKAb inaAB,ei(nfniE, tEgwft'n afth on* <t dF^Afad whto ft fftaia la, riai. ft k)i KIAnd and WAid 

Clii wdi not jAAcI viy caftf Mln/Mu/Awg -it Etorad diti 
btlAlhi Mumhlky 

ft l^trtF 4000i(u»i;il*<!rin*HUiing HH to *til^ WCUncf: </- Hd ffWa ft K*pial 4000-! ato4Hy to tftrjca iMfti bwf 


iMT Avm 1 



bHbmalilc p(*EEU» lafaiatua,. dba tnoam at an 'ilunaiH -BatbngTtou pniy n**d to bnw ON( -d ftE* vaJuM Lftiana banunatni: 
piEaam ta naiani Ablludtl' In uidtr to sei ybur PCtEbal up to Phiw accwiba leadlngi. 

■ Staietift Hvfb ft Imnim bmnmetrjc pmHie tarjnxa' iouitisa Tcu cam obtain -jkiui iduiani banHnab-k taHiuat 
fay ihething Ait Inhfnat iMAftr adi tot i ntaiby Iccadoai. oi cnnCKtlng i kaA attpaE. SaE ITn nktt to laxa 
■Afar-iTite piAiawA OIT ft AlUTUE* Kmd to da^ifnitoe jfior tOnrEE Iftude: Plei! ft — bytton to afflfi ft 
ttotitiii;* »«ng imft. nett iba ► tMian to aa(i*Hf ah* rtotitnc* ptEtotr gr ft 4 Iftft to dagima ft 
iftterct iHAaEuii.itH] All itobor that ft aJeiudi iMl change with dtongat to lha lefeientA patoui*. Ptau ft 
^ huftn to aifl ft ai^ualiTicAE ntodr fei iiw Ktoliel dinwi cil a toblt And aIpw ft Abtude lEadng to aUbdiA INetIi- ift Aodl 
changai lit praaiu* nanaiata nobcaatO* iftcigto In aJUtudf. fei ndti to jutnidk nttanlngful ifadinga hit acUvtllH oftiA AHitpd* 
chinge! ftcMr. ft ^eIF«I -HOO fAffaiin tApd Mdude 'tipoft TNa H -Hhy ft ahlEudr tEAdtogi (itid to llucluAir by A hw Fft) 
Afia< pUtolnlnt 1 (ytitm albiMdt fastn ft AiTnUDE «(if*n. left to ft WW Kif*n Mid tnqii ihd Aft 44 JW Jf4MI*i« ablMJ* 
by ibbiMtng ft tama pocaiMa. Bcnti rtaiSngt -ail now b» accurata. 

- Wbiring aairi n inown aift* ft ftniKia-TgM «pt Obttln li-atiidt iigni * awograglik^ anjp « 

MndnuJh. gat dtfi lAki* at yft laEaiaift aldtud* on lha gJW? Ktagn to daatrniint yaj biHtftini; ft-i.iuii*: 

PtEEE ft ■> button to cnli* -ft leftierioE aelbng inode. PiEsa ft It fauHnn to HKr-me ft lefEiEooe alUEudr 
p ;ht 4 faunjod to dWEft ft nUfifnd* ihlUt*. tow ** n«l» ft ft tttiflftiix ptfiiWA wd -ElviftgE 
chMtgto in ft tfttEma aiiinadi. pum ft — fagwn » f»ir ft adiusimana meda. aqvm ibaw ft Kawti» 

ETaUliH, ftn fntit ft wIua ^em ft Bajio scuin « ywiJ iif«r#n(A dftEMii pi ft ALtiTWt Ki*tn far Wlowing ft Hft 


V KARO hPB 

i(W4,a ^ 


■ AtoW EilE«if metotaamenn in Mtot aufiliglU Hhaflt wW fariE ft Af Itialdf ft hut^ify M 


iMdatga. 

i JOS crtufTMtincaa Intica you toanpm* ft KaaMI to a lug* tantfiafiaA* -Eaieig jHtar to lAferig a iilato* honiii^ laadng {nadi 
At When UUng A KAifacI itoed bn^ aE ffl' f ouEiide to A IPtePPAIuie b( 44' Fk ytv wd need to Ulte AddilAftl itipa. to Ebawa 
ftE ft iC«iiei:a ftiMTiiill ctirtp*i'«iH* Mtitor la- In ftrm# tdirfibtiuw 

- idtilr. pipiidt *n aidtpw p « Hap I m-J MPH, gudft tunpeiAtuit tpiiiHftitog frpn ft PkIcP Di* tub ipapdE 
ft hwiE. ^ other wndi, petnE ft Katlial into ft alrftow.) mib aldiow over ft lEmperatuiE Hnson- and humidity 
ohembeia. lEnJngE wttNn tpeodoebont wiM lie praitded w^ln Etip In fanee mlnuPi, rien altar a lenge lEmpeiabure shit 

- f (® *iitv<W|i cm be ptgridea, yp; nurti: aigui tpriceni time fp ft rh wft w p*faii». Thit cm iHto is long « JO mimnEt- 
ft grtAiAi ft Htbperaiuie change, ft gteaiei ft unt. mu an um ft logging tioAbdliy of ft Kesnd 4000 lo conUtm 
ftt Iht PW| Ms lUfalUnd to t opneci Itapng: 5« th* naempy Cifaripii to* rtacndy ftn logging Intetill t» Hcgnds wpliS 
Hdl, sae peg* liQ 1 p InfuixfttEX. aeltdi ft giaphkil Ptplay cf HH and you -can a** iftn ft naMt la ru la^er thangUig 
H^ifHanttr. At ftl point lha 1^ vtAie Is stable end cen be itheil labon to far wilhn ft aocurocy spro^bom. 

faiK4battK Pressure eaid Altiledi JUtiuMmeevt 

lb* Ktmei 40M meitwrei Bifasn pettpe - ft pmai *if pietsute m ft iparipi. - and owa ft i»i«e le oK J*ie 

faiiwbfbk pteuLEe and miludf.-^iMkto 0taiai.a» cturtgtE in tfsponstto twpttiingE -tlungei in abltpda and chui^ei In tb* 
atmppheti. OecaLHa ft K»i1i»1400Q fa tcpiitin^ dunging Ip-abpn and aibtude^ It Is ImppurC to * nter adjuilments p-IrHetenceir 
when attmati passim and Abbude laachngs aiE neaded. 


wipi irdewtng leped daia, tmembit ihit chmgp m petip* anp Ehanget m ipuiipvanitudt mm aiUKt ft »««) vaiwl vftn 
trxkiig pisEuir thmgat lafabw 'ki He*1>itc rat ft lefniiKi albtuda on ft BAAO itiaan and kaefa ft iCtabel lit ona Intathin.traH 
gifph Mslny nil now tlKne bandE At harbmetm passuie. tbu ahlbida it ihoint on ft AlTIUlDf: stiani wif chmga ai ft laeaftf 
ohotgrtv but you can ngnoia ItHs Stiaen tn Ihn puiposa. 

i you oiapleratlbg *darltlEa wipJd Ike tobatk yum 4lbbjde,iioiri bead to anler ftcDutot lAfrirnce ptassuiaun ft AlJTlTfaCE Eciaan 
MdeKfbri ilStwt in'Mifpng Hiih ft lawn bAioftiric pethrt," mu cm iww o-pk ft Afaiiudle (hmges ii yb« hu*. m ft micmce. 
you dwid igiipt ft tlikei pi ft BASK? Mftrn vn<t ft pt+Mvae chmges wm be doe to (hmsis m ftmOim tm mpt tiun m 
changi! hi ft-WAAlhar. 

to general, thengca In beiwrabk piesKn amooaled wifai wealhet chPigei. ere toiOll dnr ft course dl one d^. but they wd ofltot 
the pcpiK^ ef ft miftiM dwtr faft.iME if Mft jircinb risen ihek ftmtifi tn itoiy *iftid fay eniiUng ft ruldiwriftiei twing’ 
p Hteiaftce prauiae. jAitoidingiy, If accuiata altitude ttadingi art inour pknary Arliiast you should laiet the rtfartnoa passuia on 
your Kirsbal lEguierfa. i you atkountar an a4cvihon lendntMk, ybu oan p^tt fair latotanoa ptauuie until ft altobda matohrs ft 
iondmwkatenabwi.'rhis -Pti OwiatE ft elbtode for any preMuii thiitget due to ft weafti. ^.yOu om OtAern an updated lEfoiente 
piiMPi flOitt ft toPCto dtiCtibid *faoy*i 

Soma fnol noiT! - If ydu -prish toSfaww ft dettBfor attHkniniMiAE For ypur kkaboit taoth Ai For engine aimlfigt Ihnptr >*1 ft leAerenoe 
Ollitude on ft 6.AB6 ■krtan to “41 At ft oMe. ft KeSiel n* nP mdee *rf adpiAbnenl artS wM dupley ft mAaiHmdl irthie. And, ft 
IbSW ddtuHlpi OlHftJ » Atl illinwws. induing « you (ti*y hsv* in a witth P «hp dtoiCi. but np to 0^1 iRftWfi 


^Ipntdk piSEPi Ii iwion ptiipt <pi«Md to EH Itwt m Pdp B m*!* ft CPiKfaOn. ft KiSlMl 40W npdS *n pcPAlt 
refatanca albtudt. AibHpda Is ft fatEgbt aAtoia aa* level. In ordtr to coneefly cOloUtati abtlpde, tha Hisbal 4000 neadt an attuuili 
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tMhict>iiK' Hlriiw-mirgiilMKHi w dnnmirvaittYMih pi*ur< CPj Hdindo^ pmhiii iIIjjtmh«] rMUMi tnon' 
wt€mfr wiludf' clunar Tfn H '■ftrir 4«p!w>rv iM nty «i pwwn- filnwliii^ ni( Fnil^ ihr HNSIfY ALlTRlOf 

li (ihkiliHd dv el ciJBnan pi^ibuit, ifliw* h^nidny iMl utmp^uiuif, jrij ii nai ^ dh* 

icfenriCE Yducs cnWHl lit ttM AMO md JiLTIfruN. uthfie 

RILtaukJ EXiu SEar*g< 

Tfe iwe [Hf-.1 C'W o iHCKdL Oa# tf di* »w itxiid WW# h#t 6«I1 tlpEvtrd 4VM# 

on dnirtj, Full Q(Sf«Hr4u a df md dan bg li iul?,w M Mmud fia't ttjttfin his Imhi ddibM). Sh <ug< !{} hx ma* dd’cnhuon 
oil Mimctj! 
bdrhphi 

Tht btuitl 4(EO tm 1 hi^i«diiy gtMxi IwU^ «M(h mihfi if* dspUr «iuly Hftd in teevf<ii)Ki. m* Kttutl 4000 

hV IHE1 wulilt ltd twdthgm trtKh thi utml -i^t hkhi 0( iHai lucit Ji mAtaiy ptfunotl hhT pMi. H bA*: 10 b li 

inimitw ta- Ifi* ivvifif *y¥ 1 d k 1*^ b dvirvii F^d mBtmbi- ti*^. Iwit ■ ilwl bwTl of wtviTj ipipn v tfk* iHih! 

-drf Till irf til ^ISnlEfidi III 1h» -Tpr uum *ii^i1 smd pbohi «ri liljt plKr 

■pihi.light hi dviHl cpKlrum doK tm uhh- «M 'lithKhiing wiftpH^wfilyta rtghl Hnlws wd night wiMan bUgue Tha untt icd 
iMctdight n lin irtucfi dimnm thin i dlioliid imhing it nmi ddlkutt to dttiKt with the njluHl (v* in mft Dp«<it»ni. 

Ptms die D button lo *chvihi the lutMighL The Hgiit wfl rtntWi KtwHtd br Dot- minute'. Preu the D bution wvthin one nunUtt 
b -df-Klniile fie dghl in»ni»Hf. 


1 MainSlS^ f^cnu 

^ -ten euLiMku yoie Kehtel 4000 in muJbeit wiiyi A-ett [he O buimn te m#ii ih# lUn 'Seiue IWHtv. Htii ihe — bieinn u 
lelKi the- htghlidTtHi sndng. Tht Umi Setmi Umu tontiMHiCFT, Utmor)i OtrtkHii.Meisiinimrnti. iSiiph Scale. UnHxUwr kie«ni. 
^(HTV Ditt t Time. Lengu^ and Heilm. 


WT ' t^iEi the O or [he » bunon to tunn (he ditplii' nir. Ivin wbtn the ICeiaiCE ifiiplad tt tLuned oil; the ihm wr oonieMit la 
autometkiiiv tCnr dili el fte ekAned SkMi Rate WbM ipcid 1144 NOT be t'kHrd when fit till h EifTi'b QEFihnE»udV mniu's twnd 
ifantl turn t<r iub llvifbiwt tilT 1U Tte blhter HI* a* ^ >T ditt it tlbed wigi iq (dengliDtly 

ihui elF the unii k vt lefitove ihe biiitflet. titciom -Mtilngs ind deu eriD tM tiued wiheo dt>t bmieritii iif iieniHiHL 


thflHxy dptlone • Thtiv uhrigL ejohidI the 'data iccei^t pmfMfMt. Press the V button w return to 'tha Men Sctuii Menu. 


Sailing 

Deicrlptioii 

O^ieraliui 

Clear LPg 
iGo/Drxie)' 

All H«r«4sMTP h dttoef.ThhkwA ibdtoear Mm/Mitp/AvfMfaiT* 

n-ets 4 to IP blrto Ihe tog. 

TitafMiMU 

iGo/Dtoiet 

Ail Mei/llaitTAvgdlU IscImed.CFueisfaia wtoieanem kkadl. 

Ptiesi id to ► IP Pleto Ihe MMA. 

AuleSlere 

(Onraf) 

Wheel Osk dill beiJtomllkiltir S-wEifto leeael 'Stoee Rate. Wren 
Ot(dKebPidyMai«dHtHniriwiiia^spptoT*dwtfkElie o btoiHiik 

Pr™ dl-er ^lo toggle 
betweeri-Oai ind ar 

faareRfle* 
(3 sec-13 hd 

The fttgu«i<y arwtkKh dal* seriMeMdieiirMikilty (wiwt 
iBilbeiy Ws marc be shorttoied if dali n silked Fieiiuenthr !i 

PrtoS < or ► To mitr'Eme ex 
drowe Store ftkEliequeTny. 

Ovenwita 

iObTCriTj 

IhsielliiSg Only ifrptkas.wt)eTV She dali log aftol 

Mhm Orv eUed data poast kdacmdedlo ilow memory for 

She new ilitB poail. When Off, new rfati. pcKotoirEiKil siverl 

Press, dor h- lo togglp 
bctvspanr'Dei Hart Oil. 

MenSeora 

I0n«*f| 

Wicri Otk rbu bsaorid whpn Ae bempri k previed. 

When off. the a bubran -k Avabtyd. 

hsew 4 to IP Ip loggl* 
baftoeeh-Oar inddfT. 


1 IMifA leis k titr dim k NQt' Liaed Fat 7 wc ind S ienif RHeL 


M ii n iiiiw f thi - Mtenmrmii'i KteeWi -ten bt tidden fi^ fv imm*! nirt.katiete''fl nevigiiiiiFi' lihnplt * wirtd 4hW h ndt dC 

kiiamL h em be hlddfA Ptasl fe 4 ^ hlW » biTWnn QN md IJfS I*tk individvll iWMtvdtnmC' Phrk the ^ Oi 

T button so highlight the deiared makkeement Press tha % bieton lo leiien te the Meet Setud Menu 

ieele ^ Thete leiengi (dnttel the ehm: Liti^ii al meitt' &» htndi*ia an Ae tand ei ani, the Idtet r end upd*< kttieE aT A* thus 

Kill nut need n be ac^^ted m outer « get the best ttew ol the diu. Hgnb^ the -deriied tneeiurameftl by predsing the A '« T 
buHAn, (he higM>ghied meesuictTnnt br ^niintr ^ bumn Press In 4 er ^ taitwn Is eeieese 7 deeieaie Ihe Htue ^ 
the AmH. Press the *- br buli^ to thinfle belteeiti uivei Ind Ijnei Mbs, Prin 1he <& bu»4tt to itol and leiiati to Ihe 
meMiirenient iriKikMi rcieen. Preu the 4> bLneon eo retLtn sts she Main Seiud F^nu 



DsAatTInsa^ The dlte end trsne 
Tht Due rainuEL iinUA ire di 
the ffl bunan ua leuen lu ilie M 


---T--!-■»— r- _- -■ button ID ktleci the liit^utge wid mbjn to Ihi Mme SrtupMeru 

Otherwiie. prik the-O bwlton to lefsap- to The Mton Sebiis Menw twlhn/l ctilriyi^ Imgiiagf i 

Keflore - DcTeJl settings tei uietk meimte. date and hire hrmilb wd ryi1e»Ti satbsigk toi be ■lerlored. See ptge IS fur a Rit nl 
the defeiA Hllingi,) fteis ihe -* cr er brhtrai to highle^ fie diseid detnfl selleig: Hebi^ hnpriel to BeTAdb' Press Nto < m ► 
buEun to reres Bhe liciafy rening. PieiE die to setien u Ae Miirt EeccA Mieru. 


n. Preu ItF — tofltort id MbKI ihe highl.ghie|l Umt Stoeeer. Preu 

.- ..eeiU Fas e«h highJighied 

er IlLer Sacsnior press 


TAghhgpriAe'deutedUier VteriW by prrlifarg Ihe «. _ 

She A usd T bvftoik to ^rirrgt Eiret. end ih* 4 u > buetan, eo u;idl rtwwgh A 
Rnt. hess the -O button so letiMn to the Iher Screen SeSup Meiui. Aepeat iboire 
the bidtcn to irlui>i to Ihe Hiin SeSuo Mcthi 
I rEteni' Tht duptof CbrvtiaEt intf Auto ShutdDwn Gin be lepErihguiid ai requetd The >eliDte lyjnxfiiy end pressure lerttoii phi 
■J u he reselto-li^ PteU ihs A and t toditoin to 1‘^hfa^i Ae ictoPpnite sttoEhtoit md 4 v ^ btoton to adjukl to ikbrEC 
The Coissiail ten be it^uired Tor beeter teiitHtop dkpanikDg on thi imbiertt tghbt>g lounilitians. Press the d or b birtao to FKieera 
to detoTPie Ihe ctoih'liil Fiton f SO 30 D kt hdhirvb 10 h dtolnll. 

The diipliir <toi he Hi to autonrtlmltr dan nIT m ordei to ttovieive the hitttry I4e hito ShutdtoHPi relJI tofy otbsa ellrr Ihe piesei 
dme hev '^sid wsAtok iny bWhdt. totltoi- Pifis Ae 4| to ► btotort to KtoO ihrtoflh At luio Shsadnren. dpiitots iU netoliek 
Ki maiuttk -Ofi) 

Bua Cd - The puistof rnruto 11" h* isibrited f neotlUiY' H N- eiveme^ Imptotwri to khtoy ih| pwlse dnisde l"d mem m 
level biipfneiiic piessixe et the bme tit itfibribrig the Etroor. fIrsi res the iiieierKi itlituli an Ihi KAflD meisurement Ecreen 
to Che brown altibisle ^oo PPesswe Aihuslment tor ptv 9F. Then idiusi fie uHaiilng Edlkig dii fre lirA Cal scieen- to the hnomr 
nrem let >ev«l lurtotreeik grruvit' ReillbilPdn to Ah torUto k ikk crpcHir rectoref, Idd-IF h rtol reltorrenferded iMt s«u 
tetoUeitt tohhdto toeitotg le in NK setoerbil" 

Haeitolr Cll - The hun^lr senito lan be celtonled by ‘1!te<hjnfl' H Ihe 'EV1 |i;I humldrtir. Some tpeEbl egtopncrii |i levered he 
dih liiibliicek iniidesg trep hiiwreiicifly -leiled creuiinerE md uaeered Mh '•dhtopni- PAi llFeri e ciUbiiilMi leri end kiiuiicibflS 
lie aviilebit sm uniiwokhDnH'CDm. ReialliritKin to AIe-E l 
reEdrbralt Tsithtort ipeibng to tor W tKhrmwr 
fteiL [he <P button toiesuin to the Main Saluu Menu. 



TTreie seihrtjttod pfSh iSm to fids emtoderriTtodnitoi} mertAP 
Mien fit rnmury Is '14 each new mkeiLetirittu wtl be lined in 
piKetolhorAdesIliillapwtThetotirti wd proeeii e riukk knl: al 
the leiKnl Weather condrtNFrr 4eepan iireor/l he FaHi^i birtoielrit 
prtUhfer wArleh irsVeui e iHsm U eamlog. 

HthbyCem^ng she WaA«id 
AutoSitoe On 
Sroet Pace 30 min 
IMT 


TTerie leihrtgn wrf Hbse ^ to fbto Che itordCtoto (U tontoit» 
deyi.MeeiietrsrimEreillbeuned e<rety iOrnintoei. md luspriailng 
when fri hsgiiiid.ThiLweOlif yooieWewfW'aifi eiyauf ponuenimee 
when yoifsalum Tbu can ilso'manuiiy store AttontUbniH.In laH- 
Itou gel lilught hr -10 mAt per hhe wk-dr- to mtht k to fht too to 
a ntourruki. Par mare deuiled wlamreiian an irfi E*t the 
$iaie Rill to- 3 hakiE aMenight, md >0 minuets Aiiiig itw diy. 


rehet* a Murel 4000 might be uiedl and the appr-apiuit memory senlirgs. 


SocKngMmgliiidkhi 
Aiilo SlD-p Cti 
S ltoeRale 3 kiki 
-Overwrite -OTf 
Man Sine l>i 

ttrave SMorrgi wfl iIIdsh yau Sis lupl. ill cssnliiiani Tar U 
hnuri. Chart imm iitrliMlE churgES. svilch how the 
lempcriluiE ii>d humidslir -vary wA ahitude.- arto tog jrour 
tm speed. Ome wi wabngtt b* stared pm* fr* lag n 
I order So cxeverv* It unbi It cm be rirkwe d laier. At 
a deer Ihe riitj bgJuU bebseyna fegN. 


^'jlD Slrirr Gh 
Hate 7 Ml 
OvnwTili -Mf 
ManSUxe CfT 

There Etsidira Ml alpw you la secoid e dtuPtd mrouirs to 
yoa lufrp H sure to dev the iliia log juil bckxa jumping 
Ak you drKleid toward Ae i/iMaid. yw wM be bitokrig de 
llbCude eviry two Mctoidh as well M. the E uaAlm i k K Ihll 
' ' . Tht cPrail wSI ckirty show she potra it ishlA the 

Sf IE well IS the pciiw you gel bach cm Ihe 
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HWU; ^ H I rill 
hila Cn 

Slorr bti S min 
OwfUm'llt Of 
Mvh Smt Olt 

TfctW mtU iMR4<^ ^ywj frwr unitnutn, tet t 

bxmJ itariigt flmon 3' dt^L ^ cm mMlor tht snndiUon] 
ki ■ iibnriAmv cr mmufKluni^ plinL both div «h^ nioM. ta 
thlrttnmt J "I Wrtiftfl pi' ]n4v tin 

ih4 *ff«r 411 «h4 trtftptoyrt^ *r^ 

vd hH itw bUldrq 



Ston-fivlr — 
piUrMilt giT 
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Safety Instructions 


OPERATING YOUR MODEL SAFELY 


Operate the helicopter in spacious areas with no people nearby. 

IWarning: Do NOT operate the helicopter in the following places and situations 
(or else you risk severe accidents): 

• in places where children gather or people pass through 

• in residential areas and parks 

• indoors and in limited space 

• in windy weather or when there is any rain, snow, fog or other precipitation 

tf you do not observe these instructions you may be held reliable for personal injury or property damage! 

Always check the R/C system prior to operating your helicopter. 

When the R/C system batteries get weaker the operational range of the R/C system decreases. Note that you 
may lose control of your model when operating it under such conditions. 

Keep in mind that other people around you might also be operating a R/C model. 

Never use a frequency which someone else is using at the same time. Radio signals will be mixed and you will 
lose control of your model. 

ff the rrxjdel shows irregular behavior, bring the model to a halt immediately. Turn off all power switches and 
disconnect the batteries. Investigate the reason and fix the problem. Do not operate the model again as long as the 
problem is not solved, as this may lead to further trouble and unforeseen accidents. 

IWarning: In order to prevent accidents and personal injury, be sure to observe the following: 

Before flying the helicopter, ensure that all screws are tightened, A single loose screw nrtay ca use a major accident. 
Replace all broken or defective parts with new ones, as damaged parts lead to crashes. 

Never approach a spinning rotor. Keep at least 10 n^ters/yards asA^y from spinning rotor blades. 

Do not touch the motor immediately after use It may be hot enough to cause burns. 

Perform all necessary maintenance. 

PRIOR TO ADJUSTING AND OPERATING YOUR MODEL, OBSERVE THE FOLLOWING 

IWarning: Operate the helicopter only outdoors and out of people's reach as the main rotor operates at high rpm! 
IWarning: While adjusting, stand at least 10 meters/yards away from the helicopter! 

Novice R/C helicopter pilots should always seek advice from experienced pilots to obtain hints with assembly 
and for pre-flight adjustments Note that a badly assembled or insufficiently adjusted helicopter is a safety hazard! 
In the beginning, novice R/C helicopter pilots should always be assisted by an experienced pilot and never fly 
alone! 

Throttle channel should be in motor OFF position while powering up. 

When switching the R/C system ON or OFF, always proceed in the following order: 


When switching ON: 

• Position the throttle control stick {on transmitter) 
to a position where the LOGO 24 motor does not 
operate. 

•Turn on the transmitter. 

• Turn on the receiver. 

• Connect the motor battery. 

• Operate your model. 


When switching OFF: 

-Turn off the nnotor (move throttle control to a position where 
motor does not operate). 

-V\^it until the rotor head has stopped spinning. 

- Disconnect the motor battery. 

- Turn off receiver. 

-Turn off transmitter. 


We strongly advise to use the nnotorsets and R/C components which are recommended by Mikado. If you use 
different components, the flight properties of the LOGO 24 may be diminished. Other effects can be failure and 
premature wear of the parts. You will find references to suitable motorsets, pinions and battery packs on Mikado’s 
website www.mikado-heli.de. Do not exceed the recommended rotor head speed of 1600 rpm. 
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Tools for Assembly & R/C Equipment 



H0C V^^-encnes Scissor? 
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1 Main Frame 



#800 


If votj are usifi^ Futaba- 
Servos leave oOt the 
metal washers. Througfh 
the servos iniofrie frame 
using only The fubber 
pieces 


1.f Si&rvd Instill I iSlifKii 

Bag 1 » Bag 12 
8:4^ 3l«ia64 

|^M^Hail43)i2{)i«1957 
4!(0 ■ 3»Sx7 #S22 

QSiappM3 i«2074 


£UkaM MQdelhi£felvauber 
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1 Main Frame 
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1 Main Frame 
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1 Main Frame 



1.2 Motor Plate 

Bag 1 • Bag 12 
2x(^ ^l^mM3x10 #1953 

1x(^ ^00^1713x14 #1955 

Note: Because the individual parts 
□f th e ch assi s must fit ve ry ti ghtly to- 
gether, they may be slightly difficult 
to assemble. The reason is that the 
finished chassis of LOGO 24 will be 
ve ry rigi d for opti ma I flyi ng p ropertie s. 
Where necessary, please remove a 
small amount of excess material at 
the edges of braces #S07 to #811 
with a file or a sharp knife. 
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1 Main Frame 

1.3 Battery Holder and R/C Plate 
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1 Main Frame 



and R/C Plate 

Bag 1 


Rear Brace 

Bag 1 


#805 
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1 Main Frame 


1.4 Controller Plate and Gyro Plate 

Bag 1 
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1 Main Frame 



1.5 Chassis Assembly 

Bag 1 • Bag 12 

2x(g} ^■■PM3x10 #1953 

1x(i) #1955 

gx 

45,5mm #816 
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1 Main Frame 



1.6 Final Chassis Assembly 

Bag 12 


M3x10 #1953 



©M ikado Modelihubschrauber 


Page 13 


Manual L0G024 bionic 


113 









1 Main Frame 



1.7 Landing Gear 

Bag 1 * Bag R * Bag 12 


# 

11_ 

H M3xU #1955 


@M3 

#2074 

4x 

3j(7x0.5 

#2012 


Align the skids and secure them 
with superglue. 
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1 Main Frame 


1.7 Landing Gear 

Bag 1 • Bag 12 


4x(*'i QnaaHl M3x12 #1954 




1.8 Bearing Case 

Bag 1 • Bag 10* Bag 12 


19mm #2372 
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1 Main Frame 


1.8 Bearing Case 

Bag 12 


4x^ ymiii 



M3x20 #1957 
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1 Main Frame 
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1.9 Main Gear 

Bag 2 


#3000 


4x^ M3 x8 #1915 
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1 Main Frame 


1.10 Main Rotor Shaft 



Bag 2* Bag 10* Bag 12 

1X{gi QiM M2,5x8 #1940 

1x ^^^ 10x19x5 #1329 

o 10x16x0,5 #2010 

o 10x16x0,2 #2009 


If the main gear shows axial play 
on the main rotor shaft, please use 
washer #2009 in addition to washer 
# 2010 . 
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1 Main Frame 


1.10 Main Rotor Shaft 

Bag 2 • Bag 12 

1x# I_ ^x1R #23SS 
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1 Main Frame 



1.11 Elevator Lever 

Bag 4 • Bag 10 • Bag 12 


4x^ 

) 3x7x3 

#930 

2x0 

3x5x7 

#822 

3x# 

ymm M2x8 

#1902 

1x0 

3x4x12 

#3032 

1x@ 

M2x10 

#1911 


Note: The elevator I ever #823 is dif¬ 
ferent from the other three. For in¬ 
stance, it has special holes for atta¬ 
ching part #1003 and #1911. Be sure 
to use the correct lever here. 
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1 Main Frame 


1.11 Elevator Lever 

Bag 4 • Bag 12 
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1 Main Frame 


9 




1.12 Aileron Lever 



Bag 4 • Bag 12 


4x# JniHi M2x8 

#1902 

4x O 9 

#1570 

2xQ ^ 3x5x4 

#924 

2x ($) 

M3x25 #1958 

4x^ 3x7x3 

#930 

2xQ 3x5x7 

#822 

lx 


5x45,5mm #816 




1.13 Linkages 

Bag 1 • Bag 12 


68 mm 


#1580 (80 mm) 


#1588 (40 mm) 


22 mm 



#2770 (30 mm) (Q 
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1 Main Frame 


standard pitch 
(-4° bis+11°) 



.709 in 


3D pitch 
(-12° bis+12°) 



>20 mm 
>.787 in 



servo arm elevator servo 


1.14 Servo Arms 

Bag 4 ♦ Bag 12 


M2x8 

#1902 

3x O (9 

#1570 

3x| O M2 

#2070 





servo arm aileron left 


servo arm aileron right 
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1 Main Frame 

1.15 Elevator Linkage 
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1 Main Frame 

1.16 Aileron Linkage 
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1 Main Frame 
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1 Main Frame 




1.18 Washout 

Bag 3 • Bag 10 • Bag 12 


2x O t i 2x8mm 

#980 

2x • M2x8 

#1902 

2x O 04,8 mm 

#1570 

4x03x7x3 

#930 

2x0 1 3x5x2,1 

#2463 

2x (#) 'ymmm M3x14 

#1955 

2x O 3x5x0,5 

#2002 


The Y-rods #981 must be able to 
move easily on the wash-out. 
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1 Main Frame 


1.19 Swashplate Guide 

Bag 1 


#856 


1.20 Installation of Washout 
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1 Main Frame 

1.21 Finished Main Frame 
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2 Motor Installation 



2.1 Motor Installation and Pinion 

Bag 1 • Bag 12 


Some electric motors are construc¬ 
ted such that they cannot be moved 
along the motor plate. If you are using 
one of these motors, please use the 
motor adaptor plate #2499. The plate 
is not needed for Hacker motors. 


Please check from the Mikado 
website which pinion works best with 
the motorset you have (on the Mika¬ 
do webpage go to LOGO 24 and click 
“Motorization”). When a wrong pinion 
is used, the performance of your 
electric helicopter will deteriorate and 
the motor or speed controller can be 
damaged. 


Do not tighten the set screw fully 
until the final position of the pinion on 
the motor shaft is determined. This is 
done after installing the main gear. 


There are two options for attaching 
the pinion: 


1. For securing the pinion, you may 
flatten the motor shaft where the set 
screw meets the motor shaft - wit¬ 
hout making a flat surface on the 
motor shaft. 


2. Alternatively, you may screw the 
set screw directly onto the motor 
shaft. For this it is required that the 
set screw has an appropriate rim for 
engaging in the motorshaft (all Mika¬ 
do pinions have this rim). Note, ho¬ 
wever, that after attaching the set 
screw once, this rim becomes blunt 
so that the screw may not be used 
again. 


M3x12 Flathead 


2x| 0M3 

#2072 

2x->: M3x8 

#1915 

2x(§) pm— M3x12 

#1964 

2x^^ 3x7x0,5 

#2012 
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2 Motor Installation 

2.2 Adjusting Gear Backlash 



too little backlash 


correct backlash 


too much backlash 


The gear backlash must be adju¬ 
sted (see drawings). Excess back¬ 
lash can cause premature wear of the 
main gearand willleadto shorterflight 
times. 
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3 Tail Rotor 


#2465 



3.1 Tail Rotor Shaft 

Bag 5 • Bag 10 


1X9 1=; 

aj 2x8mm 

#2468 

2x© 

5x10x4 

#2470 

2x© 

5x10x0.1 

#2004 


Should you have difficulty mounting 
the 2x8 mm pin, carefully tap it with a 
rubber hammer, or use a vice. The 
5x10x4 bearings can likewise be 
mounted on the rotor shaft using a 
vice and tapping the shaft softly with 
a rubber hammer. If the tail rotor shaft 
shows axial play after closing the two 
halves of the tail rotor case, use one 
or two of the 5x10x0.1 washers 
which are included in the bag. 
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3 Tail Rotor 
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14.2 Vertical Fin 

Bag 5 • Bag 12 



iM3x25 

#1953 

1^ (^MHaMaxio 

#1953 

3x| ^M3 

#2074 

2xQ I 3x5x4 

#924 
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3 Tail Rotor 



3.3 Tail Pitch Slider 

Bag 5 • Bag 10 


2x§ 


6x10x2,5 


#1440 


It is important that the tail pitch pla¬ 
te #2450 is aligned properly on the 
control sleeve #2455. In the case of 
misalignment, the control sleeve may 
become deformed. 

The mounted tail pitch plate should 
be able to move on the tail rotor shaft 
with little resistance. 


i 


2x7nnm 
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3 Tail Rotor 




3.3 Tail Pitch Slider 

Bag 5 • Bag 12 
The mounted tail rotor lever should 
be able to move with little resistance. 


3.3 Tail Rotor Lever 

Bag 5* Bag 10* Bag 12 


2x© 3x6x2,5 #2330 

1x(^ #1955 

Ixe ;^»M2x8 #1902 

#1570 
#2448 
#2002 
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3 Tail Rotor 


3.5 Tail Rotor Hub 

Bag 5 • Bag 10* Bag 12 
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3 Tail Rotor 
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4 Tail 






The tail boom has two round cut¬ 
outs on one end.These should be fit¬ 
ted into the matching shapes in the 
tail rotor case. 
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4 Tail 




Turn the tail drive belt 90 degrees 
(clockwise). 
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4 Tail 


4.3 Tail Drive Pulley 




#3001 


#2488 


Bag 6 • Bag 10* Bag 12 


For tightening the beit, puil the taii 
boom holder toward the front. Belt 
tension is fixed with the M3x18 so¬ 
cket head cap screw for tightening 
the tail boom holder to the tail boom. 
The belt should be tight. When pres¬ 
sing with your fingers, both sides of 
the beit should not come in contact 
with each other. 


4x13x5 


4x9x4 


2x0 


4x8x1 

1x» HI 3x5 

^y^§) 

1x|| 0 M3 


#937 

#2489 

#2013 
#1921 
|M3x18 #1965 
#2074 


Important: Check beit tension 
prior to every flight. Incorrect belt 
tension can cause disturbances 
for your modei R/C system. 
Incorrect belt tension can iead to 
a situation where you lose control 
of the tail rotor of your helicopter. 
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4 Tail 



4.4 Tail Servo Holder 


w 


Bag 6 • Bag 10 • Bag 12 


4)ct; J«««iM3x12 #1954 

1x# >HiM2x8 #1902 

1x0 0 #1570 

1x| O M2 #2070 

8xJ] 0 Stopp M3 #2074 



If you are using Futaba- 
Servos leave out the 
metal washers. Through 
the servos into the frame 
using only the rubber 
pieces. 
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4 Tail 



4.6 Tail Control Rods 

Bag 11 • Bag 12 

-<=] 

Screw the two 2 mm ball links onto 
the control rods. Their exact positi¬ 
ons are of no importance at this point. 
The ball ends are attached to the balls 
more easily when the text on them is 
pointed away from the helicopter. 




# 2483 - unless rotor 
diameter is 150 cm, 
then #2484 
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4 Tail 


4.6 Tail Control Rods 
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4 Tail Boom 
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4.7 Tail Assembly 

Bag 6 • Bag 12 


8x ^ 
2x0 
2x0 


M3x20 #1957 


26 mm #2372 
119 mm #2372 
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4 Tail 



4.9 Tail Rotor Blades 

Bag 5 * Bag 12 

2x(g) #1955 

2xB 0StoppM3 #2074 



#2461 - unless ^ 
rotor diameter is 150 om 
then #2459 
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4 Tail Boom 


4.10 Main Frame with Taii Boom 
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5 Main Rotor Head 
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5.2 Mixing Arms 

Bag 7* Bag 10* Bag 12 


4x ^ 3x7x3 

2xQ 3x5x12 

4x Q 9 04,8 mm 
4x# 5—■M2x8 
2x(§) h — mil. 


#930 

#3090 

#1570 

#1902 


M3x35#1961 
4x B 0 M3 Stopp #2074 


5.1 Blade Grips 

Bag 7 • Bag 10 
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5 Main Rotor Head 



5.3 Yoke, Spindle Shaft 

Bag 7 • Bag 10 


Please tighten the M6 
capscrew only gently to avoid 
unnecessary widening of the 
spindle shaft. {If the spindle 
shaft widens, it will be difficult 
to slide the ball bearings 
ont^UT^jgindle^^shaft^ 


#2016 


4x 8x3 mm 

#950 

2x 8x11 mm 

#952 

2x 11,5x16,8x0.8 mm 


#841 

2x ^ 8x16 

#840 



2x ^J6xl2 

#2016 

2x imiiiiiiiiiii 


M6x12#19S1 


small 
inner 0 


#841 


apply grease 


large 
inner 0 
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5 Main Rotor Head 


5.4 Seesaw 



Bag 7 • Bag 10* Bag 12 



2x # >1 M2x3 


#937 

#726 

#1902 

#1900 
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5 Main Rotor Head 
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5 Main Rotor Head 
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5 Main Rotor Head 
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5 Main Rotor Head 



17.8 Final Assembly 

Bag 7 'Bag 12 
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5 Main Rotor Head 


5.9 Rotor Head Linkage 

Bag 7 • Bag 12 


#1569 



Next, mount the length-adjusted fly- 
bar control linkages. The ball links are 
attached to the balls more easily when 
the text on them points away from the 
helicopter. 
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5 Main Rotor Head 
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5 Main Rotor Head 



17.10 Rotor Disk 

Bag 7 • Bag 12 

4x9 ^^^hM2x1G #1905 

The rotor disk is not absolutely ne¬ 
cessary. However, when it is installed 
one can more easily stop the rotor 
head from spinning. In addition, it is a 
nice visual detail. 
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5 Main Rotor Head 


5.11 Finished Main Frame with Rotor Head 
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6 RC Installation 



Speed Controller (attach with cable straps) Gyro (attach with double-sided adhesive tape) 



Switch 
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6 RC Installation 


Bag 1 



Battery Fixing Rings (4x #2425) Foam Layer (#860) 
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6 RC Installation 
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7 Canopy 


7.1 Mounting of Canopy 


Bag 1 • Bag 12 



Careful: At first, mount the canopy 
without using the two rubber rings and 
without enlarging the two mounting 
holes. Once you have aligned the 
canopy in its final position, the two 
mounting holes can be enlarged to 
their proper size. 


2x($) 0HHnHM3x14 

#1955 

3x9x1 

#2011 

2xB ^ Stopp M3 

#2074 

2x Q 05mm x 9mm 

#825 
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7 Canopy 

7.2 Antenna Placement 



Important: Place the antenna exactly as shown. This ensures optimal 
reception in all flight positions. 

7.3 Decals 



Cut out the three horizontal sections of the decal sheet. If you have no 
experience with applying decals, you may want to use the following trick: 
Mix a few drops of dish washing detergent with water and spray it onto the 
canopy's surface. Afterwards apply the decals. You will be able to move 
them around for a short while until you have found the final position. 
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7 Canopy 

7.3 Decals 
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8 How to avoid interference 


Please read these guidelines carefully in order to fly safely and without electrical interference. 

Flying an electric helicopter means putting several electric components to use. It is essential to avoid that these 

components create disturbances for one another.The following guidelines tell you how this is achieved. 

1. Placement of cables 

• The wires connecting the motor with the speed controller should be as short as possible However: Do NOT cut 
the motor cables (you wont be able to re-solder the connectors properly). But DO shorten the speed controller 
wires. 

• Do not place any wires (servo wire, gyro wire, or antenna wire) in the neighborhood of the speed controller or 
close to the wires which lead from the speed controller to the motor. 

• All wires leading to the receiver should be shortened in such a way that the wires from the servos, gyro and the 
on/off switch lead to the receiver following the shortest distance possible. Any excess wire will be a source for 
el ect rica I i nte rfere nee. 

• The wires connecting the speed controller with the receiver should be placed at as faraway from the motor and 
from all other electric leads as possible. If you use a Kontronik Tango motor you must use the Kontronik ferrite 
ring. This is because this motor is operated at a high frequency. If you use any other motor, the use of the ferrite 
ring is recommended. 

• Never place any wires in the direct neighborhood of the tooth belt or the drive pulley. 

2. Gyro 

• Comparison of several gyros has shown that they react differently to the fields generated by the speed controller. 
Many piezo gyros, in particular the less expensive ones, are quite likely to pick up disturbances. This may result 
in continuous wiggling or sudden turns of tail. At MIKADO we have found that the new Futaba gyros GY240 and 
GY401 do not show these problems and that they also work excellent in all other respects. 

• Gyros will be sensitive to electric fields when they are placed in the neighborhood of the speed controller, or 
when the gyro cables are close to the motor or speed controller. It is therefore recommended that you place the 
gyro on top of the tail boom holder. You may order a special gyro mounting plate from MIKADO (part no. 2486). 
The GY401. and GY240, due to their smaller size, may also be placed within the RC-frame below the servos. 

• As with all cables, place gyro cables away from motor and speed controller. 

• Note that if your helicopter appea rs sha ky this is not necessarily due to d isturbances. Another so urce could be 
that tail pitch slider can't move freely. Check regularly (every 10 flights). 

3. Antenna (very important!) 

• The receiver must be placed in the front of the chassis. The antenna leads through the canopy in a line leading 
forwa rd (d rill small hole through canopy). Get a wire tube and attach it to the landing-bow on one side. Lead the 
antenna back through the tube. The front part of the tube will stick out in front of the landing bow at least 10 
inches. Of the antenna, when it comes out of the tube, only 2 to 3 inches will stick out. In other words, if a ny pa rt 
of the antenna is hanging lose, it hangs in front of the nose. 

• It is best to attach the atenna tube at the lower antenna holders on the landing bow. Such placement of the 
antenna will increase the distance between the antenna and other electrical components such as motor, controller 
and batteries. In this way, reliable performance of the helicopter in all flight positions is ensured. 

4. Receiver 

• Use up-to-date and first-rate dual conversion receivers. Here at MIKADO we use the Graupner JR receiver 
type DS19 (FM/PPM) or SMC19 DS or SMC20 DS (both SPCM). 

• On choice of PCM or PPM: In general, we suggest to use PCM receivers. They have optimal range and they 
allow for flight without disturbances when ail of the above guidelines have been followed. If you are uncertain 
whether your heli is disturbance-free, it is recommended that you fly PPM first.This allows you to diagnose any 
potential disturbances. 

5. Battery packs 

General rule; The more voltage, the more potentia I for disturbances. Thus, the more cells you fly, the more preventive 

care should betaken against disturbances. You should use inline battery packs (soldered or connected), because 

they have both cables in the back (which avoids excess wiring in the front of the helicopter). 
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9 RC Programming 


9.1 120° Swashplate Mixing (120° CCPM) 

The LOGO 24 swashplate is designed to be controlled via electronic CCPM. Thus the corect control 
inputs of the three swashplate servos are autonnatically mixed by the R/C transmitter. If you have never 
programmed 120° CCPM before, please read this introductory text carefully. 

9.2 Collective (Pitch) 

Pitch function is used to control the lift or sink of the helicopter. When pitch input is given, all three swash¬ 
plate servos travel together in the same direction and the same amount. As a result the swash-plate 
moves up or down on an even level. 

We strongly recommend to use a pitch gauge for adjusting the pitch values. If you do not wish to use the 
full pitch range (-12° to +12°), you may set the pitch values for minimum and maximum pitch separately 
in the R/C transmitter. If you are new to the hobby, we recommend to set minimum pitch at 3°. 


PtteliCijrv.(fit»HiinD Pitch Curv* (8D) 

Pitch Range Pitch Range 
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Neutral Pitch (0°) 




9 RC Programming 
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9 RC Programming 


9.3 Elevator (Tilt) 

For tilting the helicopter, use the elevator function. For tilting forward, the two aileron servos move down¬ 
ward and the backward elevator servo moves upward. The elevator servo moves twice as much as the 
two aileron servos. 



9.4 Aileron (Roll) 

Aileron (roll) is used to control the helicopter’s movements around its longitudinal axis. When aileron 
(roll) input is given, the two roll servos (in the front of the swashplate) travel in opposite directions. As a 
result the swash-plate tilts to the right or to the left. 
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9 RC Programming 


9.5 Programming 120^ CCPM 

As the programming procedure varies with different types of R/C systems, it is necessary for you to 
refer to the instruction manual of your R/C system. Here are only a few general guidelines which apply 
to most systems. 

Servo Centering with Sub-Trim Function 

As indicated in the above sections on mounting the servos, it is important that the servo arms are 
exactly centered. You should use the servo sub-trim function of your R/C system for this purpose. 

Activating 120° CCPM 

Likely, the 120° CCPM function is initially disabled in your R/C transmitter software and needs to be 
separately activated. Please refer to your R/C system manual, where you will also find information on 
which channels should be used for the elevator servo and the two roll servos. It is important that you 
stick with the requirements stated in the manual. Otherwise the 120° CCPM will not function properly. 

Your R/C may support various different CCPM mixings. For Logo 24 choose the 120° mixing with two 
roll servos in the front and one elevator servo in the back. 

Use the relevant menus for setting the mixing proportions for roll, elevator and pitch functions. Begin 
by setting the mix values to 50% each. Higher mix values give higher servo travel for that function This 
can have the unwanted result that the swashplate reaches its limits and causes damage to the servos 
or rods or to the swash-plate itself. 

If necessary you may use the CCPM menu to reverse the direction of the function. This is necessary, 
for example, if the swash-plate tilts to the wrong side or the pitch function is inverted. The menu for 
reversing servo functions can be used for reversing the movements of individual servo arms, but not 
for reversing the entire control funotion and of all the involved servos. 

Aileron and Elevator Travel 

The travel range of the aileron and elevator servos are limited by the swashplate’s mechanical limits. 
Please take care that the swashplate does not hit the maximum of its travel. This can have the unwanted 
result that the swashpite reachies its mechanical limits and causes damage to the servos or rods or to 
the swashplate itself, e Gestange und die Taumelscheibe. 

If you desire more agility for your helicopter, use lighter flybar paddles. 
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9 RC Programming 


9,6 Tail Rotor Settings 

When the servo arm of the tail rotor servo is in the center, the tail rotor lever and the servo arm should be 
perpendicular with respect to each other. The tail rotor pitch lever should never reach its mechanical 
limits. 

In case the servo travel is too large, you have the following options for correcting this: 

1. Move the ball end of the tail rotor servo closer to the center of the servo arm. 

2. Reduce the servo travel in your R/C system using ATV. 

3. Reduce the servo travel in your gyro (not all gyros have this option). 

In case the servo travel is too small, you have the following options for correcting this: 

1. Move the ball end of the tail rotor servo further away from the center of the servo arm. 

2. Increase the servo travel in your R/C system using ATV. 

3. Increase the servo travel in your gyro (not all gyros have this option). 

Ensure that the tail rotor servo turns in the correct direction. If necessary, reverse the direction of the tail 
rotor servo function in your R/C system. 



Adjust the tail rotor linkage in 
length such that the tail rotor servo 
arm and the tail rotor lever are at 
90 with respect to each other. 


All parts serving the tail rotor 
movements must move smoothly. 
When there is too much resis¬ 
tance, the tail rotor will not react 
to subtle input and the gyro’s 
maximum sensitivity cannot be 
fully exploited. 


9.7 Revo-Mix/Gyro 

It is necessary to com pen sate for the torque created by the motor during flight (but not during autorotation). 
This compensation is done by adjusting the tail rotor pitch. There are two options for achieving this: 

1. Using normal gyro mode 

Please refer to your R/C system manual for activating the revolution mixing function and for setting all 
parameters correctly. Final settings should be trimmed during test flights. 
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9 RC Programming 


2. Using a gyro in Heading-Hold mode 

The Heading-Hold gyro mode compensates automatically the deviation caused by the motor torque. 
Therefore, if Heading-Hold mode is used, revo-mix should not be programmed additionally. 

Important; Check to ensure that the tail rotor assembly moves smoothly and without play. Otherwise the 
gyro and servo will not compensate the torque properly. 

Rotor Head RPM control 

LOGO 24 is designed to be flown with constant rotor head speed, irrespective of flight attitude (ascending, 
descending, hovering), rotor speed should be kept roughly constant. There are two different methods for 
obtaining constant rotor speed; 

Rotor speed control with speed controller 

All speed controllers can be used in this mode. With speed controller it is necessary to program a throttle 
curve (see manual). Programming of throttle curve requires that you associate a given throttle value with 
a particular pitch value. In this way, the rotor speed is held almost constant with all pitch values. 

Throttle curve programming depends on the type and quality of the R/C system. Simpler, inexpensive R/ 
C systems designed for model helicopters usually have a 3-point throttle curve. High-end R/C systems 
typically have throttle curves with more configurable points (up to 9). Fine tuning of throttle curves will be 
necessary during test flights. 


ThrottiB CurvB for baginner 

(Kovering) po,«er OLilput 



Stidt Position 


Throttia Curve (Siitiule Aerobatic Flight} 
Power Ou^t 



Stick Position 


Thrvttte Curve (30 Flight) 

Power Output 



Note that an incorrectly programmed throttle curve reduces performance and can lead to overheating of 
the motor and the speed controller. 

Rotor speed control with governor (RPM regulation mode) 

A speed controller with governor function keeps the rotor head speed constant, independent of fight 
attitude (ascending, descending, hovering). It is net necessary to program a throttle curve. The head 
speed is simply controlled on the radio transmitter using a switch or lever. 

Important: 

1) Governor mode must be activated in the speed controller first (see manual of the speed controller) 

2) In governor mode, the servo wire of the speed controller must not be conneoted to the throttle channel 
Use a free channel in your radio to connect the servo wire. 


Manual LOGO 24 bionic 


Page 70 


©Mikado Modellhubschrauber 


170 

















10 Rotor Blades 



10.1 Balancing of Rotor Blades 
(Center of Gravity) 

Place each rotor blade over an 
edge as shown in picture (1). Adjust 
the biades so that they are in equilib¬ 
rium. If the center of gravity is not in 
the same piace in each blade, this 
needs to be corrected using tape. 
Apply as much tape as necessary 
until both blades show their center of 
gravity in the same piace. 


10.2 Static balancing 
Screw the rotor biades together as 
shown in picture (2). The rotor bla¬ 
des are properly balanced when they 
are suspended exactly horizontally. 
If one of the rotorblades is not exact¬ 
ly horizontal, the blades are not in 
equilibrium. 


This is corrected by applying tape 
to lighter blade. 


When mounting the rotor blades to 
the blade holders, note the proper di¬ 
rection (ciockwise rotation). Tighten 
the cap screws holding the rotor bla¬ 
des, so that the blades cannot move 
easily in the blade holders. 
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11 Final Pre-Flight Check 



11.1 Direction of Main and Tail Rotation 

Prior to the first flight double-check 
the direction of rotation of the main 
rotor head and the tail rotor. For this, 
turn the main gear clock-wise. 


11.2 Blade Tracking Adjustment 



Incorrect 





Prior to the first flight the tracking 
of the rotor blades needs to be ad¬ 
justed. If the tracking is not adjusted 
properly, this can cause vibrations 
and lead to instability of the helicop¬ 
ter. 

Apply colored tape to the tip of one 
of the rotor blades. Apply tape of a 
different color to the tip of the other 
rotor blade. When you are ready for 
your first flight, increase the rotor 
speed to just before lift-off. From a 
safe distance, check the rotor disk 
at eye-level. Very likely, one rotor bla¬ 
de will move below the other. 

Make a note of the color of the low- 
moving blade. Then turn off the mo¬ 
tor and wait until the rotor head has 
come to a halt. Lengthen the linkage 
(1) of the rotor blade which was mo¬ 
ving low by unscrewing the ball links 
somewhat. Repeat the checking pro¬ 
cedure until both rotor blades move 
on the same level. 
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12 Control Movements 


12,1 Pitch/Throttle 




You may want to program a diffe¬ 
rent stick mode than the one shown. 
Please check which stick mode is 
used by other local pilots. Use the 
same one, so fellow pilots can assist 
you on the field. 

Important: Flying a model helicop¬ 
ter requires many hours of training. 
During your first attempts, while fa¬ 
miliarizing yourself with the different 
control movements, keep the heli¬ 
copter low above the ground (just a 
few centimeters/a couple of inches.) 


12.2 Rudder 
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12 Control Movements 


12.3 Elevator 




12.4 Aileron 
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13 Overview 
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13 Overview 
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13 Overview 



13.3 Rotor Head 


ModellhLesehiaubef 


RagsTT 
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14 Tuning/Accessories 


Tail rotor hub with Carbon tail rotor upgrade 

thn iT-thparinnT: c-pt 



Alu washout unit #973 light paddles#2357 


carbon servo 
holder fortailboom#S28 



Alu motorplate #3061 



Rotor disk #932 
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APPENDIX G. UNAV DATASHEET 


Crossbow 



MNAV 

HArnkTOH & SfflVU coni™ i&AflP 


i hiiflcaiiLif^. Cmt fi&boiie ^Kjclf 

S*ftWr &gi» 

■ Onboard PK Servo Conftrofcr 

* St andwd 51 -ftn C onnectfrf fw 

OpHonii ^ 419^^ r Aalo-Piigi 

IrutrfJdv 

■ Pre-in stalled with Open Source 

bititMl firnnwf tf 

■ Sfifiwr CiliwaSion and Swvo 
ContnrfvH WfeCP&VlW User 
Interface 

Applicotions 

' RWiOCCsIlr^ltotflinSIBMiry 

Wing Af aaft 

» AGfac34iCi Naf^-igaticin ^nd Contfol 

■ Indoor Wt.V Lab 



MNAVIOOCA 

th# MnAvI iiQCA \i I cjiibrjiad di^i- 

\A\ iAd iyiim 

designedfci use Wi Radio CdnlroUWC) 
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includes accelerometers^ angular rale 
sensors-, and magnetometers foi oS* 
in inner !ooi> esnsroi applKJtiom ai 
well as Italic pressure {akitudejl and 
dynamic pressure tarrspeed^ sensors 
ioi ysf m airborne roti4t[» A 
Sdnsor IS mduided foe both pnh 
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TbeWKlAVl W£A“s compeehensise on¬ 
board uivo coniiol loluiion includes 
both RFC servo control harchvare and 
a n ftre receiuer Pulse Position t^todul- 
a tion {P^i^ interface. RrC serve tvai^- 
wart orovidti useiti with softwiri- 
based concicsl of up 10 nme separate 
seiws whifie Ihe PPM interface en-ables 
software interpretation uA JVC r-eceiver 


commands thtereby offering users both 
automated Software cbnlfol as well as 
nnjnual -tJNovtr' capabllify 

Output data are provided in a digital 
fHS- 232 HEHmat Each WNAVICWCA 
system comes with a GPS antenna, 
inter fact caHei ind Diet's Manual 
Crossbow's WICPtO-VIEW software 
is also included tc assist users vath 
sensor calibration, seruo cr^ntrah 
data coHtctlcn and wreral* iysltm 
dtvelopnsani. 

When connected to Crossbow's 
^targale Processorf loard 
via the Standard 51-pin COnneCWr, 
[ihe MHAV1 OOCA combines with 
the SPfi400 to form a sophisticated 
open-source robotics platform. Thts 
comptohensive roboi*cs scfuiciri oiif#s 
visetsa luinbitdeMeiopmeni piaifoirh 
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2-100 I 
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± ISO 
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' ±2 
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>2S 

-3 dB point 

Magnetometer Rjnge (GJ 

' ± 0.7& 
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o-sooo 


Airspeed Range (iM) 

o-so 


OPS AiscurfliCjF (i’n) 

3 
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Electrical 



Input ^*ttage (VDC) 
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L 
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ria 
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fi5X3 Array of 0.1 inch jcig.5re pins | 


w®: -JpKikJtionj tc ch^rpj^ without n^e 


for state estimation, WiFi telemetry 
command uplink/downlink and closed- 
loop navigation and control Payload 
sensors (e g. USB image sensor) can also 
be connected and processed by the 
Stargate to support intelligent robotics 
applications. 
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35 
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High Speed Servo PWM 1 

' 37 
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' 40 
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41 
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' 42 
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' 44 
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' 4S 
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APPENDIX H. UAV SURROGATE WORK LOG 


Step Discrinfen 

Technical Assist. 

Special Tools 

Tech Assist 

Special Tool 

1 Main Frame 

Time (min) 

Needed 

Needed 

Time 

Time 

1.1 Servo Installation 

38 

No 

No 

0 

D 

1.2 Motor Plate 

2 

No 

No 

0 

D 

1.3 Battery Holder and R/C Plate 

45 

No 

No 

0 

0 

1.4 Controller Plate and Gyro Plate 

90 

No 

No 

0 

0 

1.5 Chassis Assembly 

42 

No 

No 

0 

D 

1.6 Final Chassis Assembly 

63 

No 

No 

0 

0 

1.7 Landing Gear 

56 

No 

No 

0 

0 

18 Bearing Case 

20 

No 

No 

0 

0 

1.9 Main Gear 

65 

No 

No 

0 

0 

1.10 Main Rotor Shaft 

38 

No 

No 

0 

0 

1.11 Elevator Lever 

10 

No 

No 

0 

0 

1.12 Aileron Lever 

8 

No 

No 

0 

0 

1.13 Linkages 

72 

No 

No 

0 

0 

1.14 Servo Arms 

16 

No 

Yes 

0 

16 

1.15 Elevator Linkage 

65 

No 

Yes 

0 

65 

1.16 Aileron Linkage 

64 

No 

Yes 

0 

64 

1.17 Swashplate 

63 

No 

No 

0 

D 

1.18 Washout 

63 

No 

No 

0 

0 

1.19 Swashplate Guide 

71 

No 

No 

0 

0 

1.20 Installation of Washout 

7 

No 

Yes 

0 

7 

1.21 Finished Main Frame 

0 

No 

No 

0 

0 


898 



0 

152 

2 Motor Instailatron 






2.1 Motor Installation and Pinion 

7 

Yes 

No 

7 

0 

2.2 Adjusting Gear Backlash 

53 

Yes 

No 

53 

D 

2.3 Tail Rotor Shaft 

77 

No 

No 

0 

D 

2.4 Vertical Fin 

97 

No 

No 

0 

D 

2.5 Tail Pitch Slider 

39 

No 

No 

0 

D 


273 



60 

0 

3 Tail Rotor 






3.1 Tail Rotor Shaft 

84 

No 

No 

0 

D 

3.2 Vertical Fin 

31 

No 

No 

0 

0 

3.3 Tail Pitch Slider 

39 

No 

No 

0 

0 

3.5 Tail Rotor Hub 

77 

No 

No 

0 

D 


231 



0 

0 

4 Tail 






4.1 Tail Boom Assembly 

50 

No 

No 

0 

D 

4.2 Tail Boom Holder 

38 

No 

No 

0 

D 

4.3 Tail Drive Pulley 

24 

No 

No 

0 

D 

4.4 Tail Servo Holder 

14 

No 

No 

0 

0 

4.5 Horizontal Fin 

82 

No 

No 

0 

D 

4.6 Tail Control Rods 

84 

Yes 

Yes 

84 

84 

4.7 Tail Assembly 

9 

No 

No 

0 

D 

4.8 Tail Boom Brace 

20 

No 

No 

0 

D 

4.9 Tail Rotor Blades 

99 

No 

No 

0 

D 

4.10 Main Frame With Tail Boom 

0 

No 

No 

0 

0 

_ 

420 



84 
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SteD Discrintion 


Technical Assist. 

Special Tools 

Tech Assist 

Special Tool 

5 Main Rotor Head 


Needed 

Needed 

'■me 

Hme 

5.1 Blade Grips 

47 

No 

No 

0 

0 

5 2 Mixing Anns 

36 

No 

No 

0 

0 

5.3 Yoke, Spindle, Shaft 

47 

No 

No 

0 

0 

5 4 Seesaw 

47 

No 

No 

0 

0 

5 5 Flybar Control Bridge 

21 

No 

No 

0 

0 

5.6 Flybar 

47 

Yes 

Yes 

47 

47 

5.7 Flybar Paddles 

30 

No 

No 

0 

0 

5.8 Final Assembly 

95 

No 

No 

0 

0 

5.9 Rotor Head Linkage 

77 

No 

No 

0 

0 

5.10 Rotor Disk 

72 

No 

No 

0 

0 

5.11 Finished Main Frame with Rotor Head 

0 

No 

No 

0 

0 


519 



47 

47 

6 Avionics,Wireing and Power Installation 






6.1 Receiver Installation 

95 

Yes 

No 

05 

0 

6.2 Heading Gyro Installation 

34 

Yes 

No 

34 

0 

6.3 Servo Control Lead Installation 

76 

Yes 

No 

76 

0 

6.4 Receiver Battery Installation 

54 

No 

No 

0 

0 

6.5 Motor Controller Installation 

98 

Yes 

Yes 

98 

98 

6.6 Main Switch Installation 

14 

No 

No 

0 

0 

6.7 Main Battery Installation 

38 

No 

Yes 

0 

38 

6.8 Antenna Placement 

63 

No 

No 

0 

0 

6.9 Canopy Installation 

27 

No 

No 

0 

0 


499 



303 

136 

7 RC Programming 






7.1 120o Swashplate Mixing {120o CCPM) 

18 

Yes 

Yes 

18 

18 

7 2 Collective (Pitch) 

13 

Yes 

Yes 

13 

13 

7.3 Elevator (Tilt) 

61 

Yes 

Yes 

61 

61 

7.4 Aileron (Roll) 

95 

Yes 

Yes 

95 

95 

7 5 Programming 120o CCPM 

56 

Yes 

Yes 

56 

56 


243 



243 

243 

8 Axis Trims 






8.1 Servo Centering with Sub-Trim Function 

18 

Yes 

No 

18 

0 

8.2 Activating 120o CCPM 

97 

Yes 

No 

97 

0 

8 3 Aileron and Elevator Travel 

46 

Yes 

No 

46 

0 

8.4 Tail Rotor Settings 

23 

Yes 

No 

23 

0 

8.5 Revo-Mix/Gyro 

65 

Yes 

No 

65 

0 

8.6 Rotor Head RPM Control 

29 

Yes 

No 

29 

0 

8.7 Balancing of Rotor Blades (Center of Gra^ 

91 

Yes 

No 

91 

0 

8.8 Static Balancing 

33 

No 

No 

0 

0 


402 



369 

0 

9 Right Testing _ 






9.1 Direction of Main and Tail Rotation 

2 

No 

Yes 

0 

2 

9.2 Blade Tacking Adjustment 

26 

Yes 

Yes 

26 

26 

9.3 Pitch/Throttle 

57 

Yes 

Yes 

57 

57 

9.4 Rudder 

94 

Yes 

Yes 

94 

94 

9.5 Elevator 

48 

Yes 

Yes 

48 

48 

9 6 Aileron 

35 

Yes 

Yes 

35 

35 


262 



260 

262 

Total 

3747 



1366 

924 
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